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Summary

CVE CVE-2016-9693

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-07 17:59:00 UTC

Updated 2017-05-02 01:59:00 UTC

Description IBM Business Process Manager 7.5, 8.0, and 8.5 has a file download capability that is vulnerable to a set of attacks. Ultimately, an attacker can cause an unauthenticated victim to download a malicious payload. An existing file type restriction can be bypassed so that the payload might be considered executable and cause damage on the victim's machine. IBM Reference #: 1998655.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Business Process Manager 7.5.0.0 All All All

Application Ibm Business Process Manager 7.5.0.0 All All All

Application Ibm Business Process Manager 7.5.0.0 All All All

Application Ibm Business Process Manager 7.5.0.0 All All All

Application Ibm Business Process Manager 7.5.0.1 All All All

Application Ibm Business Process Manager 7.5.0.1 All All All

Application Ibm Business Process Manager 7.5.0.1 All All All

Application Ibm Business Process Manager 7.5.0.1 All All All

Application Ibm Business Process Manager 7.5.1.0 All All All

Application Ibm Business Process Manager 7.5.1.0 All All All

Application Ibm Business Process Manager 7.5.1.0 All All All

Application Ibm Business Process Manager 7.5.1.0 All All All

Application Ibm Business Process Manager 7.5.1.1 All All All

Application Ibm Business Process Manager 7.5.1.1 All All All

Application Ibm Business Process Manager 7.5.1.1 All All All

Application Ibm Business Process Manager 7.5.1.1 All All All

Application Ibm Business Process Manager 7.5.1.2 All All All
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Application Ibm Business Process Manager 7.5.1.2 All All All

Application Ibm Business Process Manager 7.5.1.2 All All All

Application Ibm Business Process Manager 7.5.1.2 All All All

Application Ibm Business Process Manager 7.5.1.2 All All All

Application Ibm Business Process Manager 8.0.0.0 All All All

Application Ibm Business Process Manager 8.0.0.0 All All All

Application Ibm Business Process Manager 8.0.0.0 All All All

Application Ibm Business Process Manager 8.0.0.0 All All All

Application Ibm Business Process Manager 8.0.1.0 All All All

Application Ibm Business Process Manager 8.0.1.0 All All All

Application Ibm Business Process Manager 8.0.1.0 All All All

Application Ibm Business Process Manager 8.0.1.0 All All All

Application Ibm Business Process Manager 8.0.1.1 All All All

Application Ibm Business Process Manager 8.0.1.1 All All All

Application Ibm Business Process Manager 8.0.1.1 All All All

Application Ibm Business Process Manager 8.0.1.1 All All All

Application Ibm Business Process Manager 8.0.1.2 All All All

Application Ibm Business Process Manager 8.0.1.2 All All All

Application Ibm Business Process Manager 8.0.1.2 All All All

Application Ibm Business Process Manager 8.0.1.2 All All All

Application Ibm Business Process Manager 8.0.1.3 All All All

Application Ibm Business Process Manager 8.0.1.3 All All All

Application Ibm Business Process Manager 8.0.1.3 All All All

Application Ibm Business Process Manager 8.0.1.3 All All All

Application Ibm Business Process Manager 8.5.0.0 All All All

Application Ibm Business Process Manager 8.5.0.0 All All All

Application Ibm Business Process Manager 8.5.0.0 All All All

Application Ibm Business Process Manager 8.5.0.0 All All All

Application Ibm Business Process Manager 8.5.0.1 All All All

Application Ibm Business Process Manager 8.5.0.1 All All All

Application Ibm Business Process Manager 8.5.0.1 All All All

Application Ibm Business Process Manager 8.5.0.1 All All All

Application Ibm Business Process Manager 8.5.0.2 All All All

Application Ibm Business Process Manager 8.5.0.2 All All All

Application Ibm Business Process Manager 8.5.0.2 All All All

Application Ibm Business Process Manager 8.5.0.2 All All All
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Application Ibm Business Process Manager 8.5.5.0 All All All

Application Ibm Business Process Manager 8.5.5.0 All All All

Application Ibm Business Process Manager 8.5.5.0 All All All

Application Ibm Business Process Manager 8.5.5.0 All All All

Application Ibm Business Process Manager 8.5.6.0 All All All

Application Ibm Business Process Manager 8.5.6.0 All All All

Application Ibm Business Process Manager 8.5.6.0 All All All

Application Ibm Business Process Manager 8.5.6.0 All All All

Application Ibm Business Process Manager 8.5.6.2 All All All

Application Ibm Business Process Manager 8.5.6.2 All All All

Application Ibm Business Process Manager 8.5.6.2 All All All

Application Ibm Business Process Manager 8.5.6.2 All All All

Application Ibm Business Process Manager 8.5.7.0 All All All

Application Ibm Business Process Manager 8.5.7.0 All All All

Application Ibm Business Process Manager 8.5.7.0 All All All

Application Ibm Business Process Manager 8.5.7.0 All All All

Application Ibm Business Process Manager 7.5.0.0 All All All

Application Ibm Business Process Manager 7.5.0.0 All All All

Application Ibm Business Process Manager 7.5.0.0 All All All

Application Ibm Business Process Manager 7.5.0.0 All All All

Application Ibm Business Process Manager 7.5.0.1 All All All

Application Ibm Business Process Manager 7.5.0.1 All All All

Application Ibm Business Process Manager 7.5.0.1 All All All

Application Ibm Business Process Manager 7.5.0.1 All All All

Application Ibm Business Process Manager 7.5.1.0 All All All

Application Ibm Business Process Manager 7.5.1.0 All All All

Application Ibm Business Process Manager 7.5.1.0 All All All

Application Ibm Business Process Manager 7.5.1.0 All All All

Application Ibm Business Process Manager 7.5.1.1 All All All

Application Ibm Business Process Manager 7.5.1.1 All All All

Application Ibm Business Process Manager 7.5.1.1 All All All

Application Ibm Business Process Manager 7.5.1.1 All All All

Application Ibm Business Process Manager 7.5.1.2 All All All
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Application Ibm Business Process Manager 7.5.1.2 All All All

Application Ibm Business Process Manager 8.0.0.0 All All All

Application Ibm Business Process Manager 8.0.0.0 All All All

Application Ibm Business Process Manager 8.0.0.0 All All All

Application Ibm Business Process Manager 8.0.0.0 All All All

Application Ibm Business Process Manager 8.0.1.0 All All All

Application Ibm Business Process Manager 8.0.1.0 All All All

Application Ibm Business Process Manager 8.0.1.0 All All All

Application Ibm Business Process Manager 8.0.1.0 All All All

Application Ibm Business Process Manager 8.0.1.1 All All All

Application Ibm Business Process Manager 8.0.1.1 All All All

Application Ibm Business Process Manager 8.0.1.1 All All All

Application Ibm Business Process Manager 8.0.1.1 All All All

Application Ibm Business Process Manager 8.0.1.2 All All All

Application Ibm Business Process Manager 8.0.1.2 All All All

Application Ibm Business Process Manager 8.0.1.2 All All All

Application Ibm Business Process Manager 8.0.1.2 All All All

Application Ibm Business Process Manager 8.0.1.3 All All All

Application Ibm Business Process Manager 8.0.1.3 All All All

Application Ibm Business Process Manager 8.0.1.3 All All All

Application Ibm Business Process Manager 8.0.1.3 All All All

Application Ibm Business Process Manager 8.5.0.0 All All All

Application Ibm Business Process Manager 8.5.0.0 All All All

Application Ibm Business Process Manager 8.5.0.0 All All All

Application Ibm Business Process Manager 8.5.0.0 All All All

Application Ibm Business Process Manager 8.5.0.1 All All All

Application Ibm Business Process Manager 8.5.0.1 All All All

Application Ibm Business Process Manager 8.5.0.1 All All All

Application Ibm Business Process Manager 8.5.0.1 All All All

Application Ibm Business Process Manager 8.5.0.2 All All All

Application Ibm Business Process Manager 8.5.0.2 All All All

Application Ibm Business Process Manager 8.5.0.2 All All All

Application Ibm Business Process Manager 8.5.0.2 All All All

Application Ibm Business Process Manager 8.5.5.0 All All All

Application Ibm Business Process Manager 8.5.5.0 All All All

Application Ibm Business Process Manager 8.5.5.0 All All All
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Application Ibm Business Process Manager 8.5.5.0 All All All

Application Ibm Business Process Manager 8.5.6.0 All All All

Application Ibm Business Process Manager 8.5.6.0 All All All

Application Ibm Business Process Manager 8.5.6.0 All All All

Application Ibm Business Process Manager 8.5.6.0 All All All

Application Ibm Business Process Manager 8.5.6.2 All All All

Application Ibm Business Process Manager 8.5.6.2 All All All

Application Ibm Business Process Manager 8.5.6.2 All All All

Application Ibm Business Process Manager 8.5.6.2 All All All

Application Ibm Business Process Manager 8.5.7.0 All All All

Application Ibm Business Process Manager 8.5.7.0 All All All

Application Ibm Business Process Manager 8.5.7.0 All All All

Application Ibm Business Process Manager 8.5.7.0 All All All

Application Ibm Websphere 7.2 All All All

Application Ibm Websphere 7.2.0.1 All All All

Application Ibm Websphere 7.2.0.2 All All All

Application Ibm Websphere 7.2.0.3 All All All

Application Ibm Websphere 7.2.0.4 All All All

Application Ibm Websphere 7.2.0.5 All All All

Application Ibm Websphere 7.2 All All All

Application Ibm Websphere 7.2.0.1 All All All

Application Ibm Websphere 7.2.0.2 All All All

Application Ibm Websphere 7.2.0.3 All All All

Application Ibm Websphere 7.2.0.4 All All All

Application Ibm Websphere 7.2.0.5 All All All

References

Reference

Multiple IBM Products CVE-2016-9693 Unspecified Arbitrary File Download Vulnerability

Security Bulletin: Malicious File Download vulnerability in IBM Business Process Manager (BPM) and WebSphere Lombardi Edition (WLE) - CVE-2016-9693

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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