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State
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Source Priority
Published
Updated
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/

PUBLIC

VE-2016-9/07

MITRE NVD CVE.ORG JSON API

psirt@us.ibom.com

CVE Program / NVD first with legacy fallback

2017-03-31 18:59:00 UTC

2017-04-04 21:09:00 UTC

Print: PDF 1)

CVE-2016-9707

IBM Jazz Foundation is vulnerable to a denial of service, caused by an XML External Entity Injection (XXE) error when proc

Risk And Classification

1|

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)
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Applicaton 1om Hatonal 1eam uoncert 4.0./ Al Al Al
Application Ibm Rational Team Concert 5.0 All All All
Application Ibm Rational Team Concert 5.0.1 All All All
Application Ibm Rational Team Concert 5.0.2 All All All
Application Ibm Rational Team Concert 6.0 All All All
Application Ibm Rational Team Concert 6.0.1 All All All
Application Ibm Rational Team Concert 6.0.2 All All All
Application Ibm Rational Team Concert 6.0.3 All All All
Application Ibm Rational Team Concert 4.0 All All All
Application Ibm Rational Team Concert 4.0.0.1 All All All
Application Ibm Rational Team Concert 4.0.0.2 All All All
Application Ibm Rational Team Concert 4.0.1 All All All
Application Ibm Rational Team Concert 4.0.2 All All All
Application Ibm Rational Team Concert 4.0.3 All All All
Application Ibm Rational Team Concert 4.0.4 All All All
Application Ibm Rational Team Concert 4.0.5 All All All
Application Ibm Rational Team Concert 4.0.6 All All All
Application Ibm Rational Team Concert 4.0.7 All All All
Application Ibm Rational Team Concert 5.0 All All All
Application Ibm Rational Team Concert 5.0.1 All All All
Application Ibm Rational Team Concert 5.0.2 All All All
Application Ibm Rational Team Concert 6.0 All All All
Application Ibm Rational Team Concert 6.0.1 All All All
Application Ibm Rational Team Concert 6.0.2 All All All
Application Ibm Rational Team Concert 6.0.3 All All All
Reference Source
IBM Jazz Foundation CVE-2016-9707 XML External Entity Denial of Service Vulnerability BID

Security Bulletin: Multiple vulnerabilities in IBM Jazz Team Server affect IBM Rational products based on IBM Jazz technology =~ CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.securityfocus.com/bid/97171
https://www.ibm.com/support/docview.wss?uid=swg22000784
https://www.cve.org/CVERecord?id=CVE-2016-9707
https://nvd.nist.gov/vuln/detail/CVE-2016-9707
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