CVE

State

Assigner
Source Priority
Published
Updated

Description

/

VE-2016-9/74

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2016-9774

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2017-03-23 16:59:00 UTC

2018-08-02 01:29:00 UTC

The postinst script in the tomcat6 package before 6.0.45+dfsg-1~deb7u4 on Debian wheezy, before 6.0.35-1ubuntu3.9 on |
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Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Apache Tomcat 6.0 All All All
Apache Tomcat 7.0 All All All
Apache Tomcat 8.0 All All All
Apache Tomcat 6.0 All All All
Apache Tomcat 7.0 All All All
Apache Tomcat 8.0 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 16.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 16.10 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 7.0 All All All
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All

All

References

Reference

Debian -- Security Information -- DSA-3738-1 tomcat7

USN-3177-1: Tomcat vulnerabilities | Ubuntu

Debian Tomcat Package Multiple Local Privilege Escalation Vulnerabilities
oss-security - Re: CVE request: tomcat privilege escalations in Debian packaging
Debian -- Security Information -- DSA-3739-1 tomcat8

November 2017 Apache Tomcat Vulnerabilities in NetApp Products | NetApp Product Security
oss-security - CVE request: tomcat privilege escalations in Debian packaging
USN-3177-2: Tomcat regression | Ubuntu

#845393 - CVE-2016-9774: privilege escalation via upgrade - Debian Bug report logs
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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