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Summary

CVE CVE-2016-9778

State PUBLIC

Assigner security-officer@isc.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-16 20:29:00 UTC

Updated 2019-10-09 23:20:00 UTC

Description An error in handling certain queries can cause an assertion failure when a server is using the nxdomain-redirect feature to cover a zone for which it is also providing authoritative service. A vulnerable server could be intentionally stopped by an attacker if it was using a configuration that met the criteria for the vulnerability and if the attacker could cause it to accept a query that possessed the required attributes. Please note: This vulnerability affects the "nxdomain-redirect" feature, which is one of two methods of handling NXDOMAIN redirection, and is only available in certain versions of BIND. Redirection using zones of type "redirect" is not affected by this vulnerability. Affects BIND 9.9.8-S1 -> 9.9.8-S3, 9.9.9-S1 -> 9.9.9-S6, 9.11.0-9.11.0-P1.

Risk And Classification

Problem Types: CWE-388

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Bind 9.11.0 All All All

Application Isc Bind 9.11.0 p1 All All

Application Isc Bind 9.9.8 s1 All All

Application Isc Bind 9.9.8 s2 All All

Application Isc Bind 9.9.8 s3 All All

Application Isc Bind 9.9.9 s1 All All

Application Isc Bind 9.9.9 s6 All All

Application Isc Bind 9.11.0 All All All

Application Isc Bind 9.11.0 p1 All All

Application Isc Bind 9.9.8 s1 All All

Application Isc Bind 9.9.8 s2 All All

Application Isc Bind 9.9.8 s3 All All

Application Isc Bind 9.9.9 s1 All All

Application Isc Bind 9.9.9 s6 All All

Application Netapp Data Ontap Edge - All All All

Application Netapp Data Ontap Edge - All All All

Application Netapp Solidfire Element Os Management Node - All All All
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Application Netapp Solidfire Element Os Management Node - All All All

Application Netapp Solidfire Element Os Management Node - All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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