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CVE CVE-2016-9796
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-12-03 06:59:00 UTC
Updated 2017-09-03 01:29:00 UTC
Description Alcatel-Lucent OmniVista 8770 2.0 through 3.0 exposes different ORBs interfaces, which can be queried using the GIOP pi
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Risk And Classification

Problem Types: CWE-287 | CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Alcatel-lucent Omnivista 8770 Network Management System 2.0 All All All

Application Alcatel-lucent Omnivista 8770 Network Management System 2.6 All All All

Application Alcatel-lucent Omnivista 8770 Network Management System 3.0 All All All

Application Alcatel-lucent Omnivista 8770 Network Management System 2.0 All All All

Application Alcatel-lucent Omnivista 8770 Network Management System 2.6 All All All

Application Alcatel-lucent Omnivista 8770 Network Management System 3.0 All All All
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Alcatel Lucent Omnivista 8770 Unauthenticated Remote Code Execution - YouTube Ml
Alcatel-Lucent OmniVista 8770 CVE-2016-9796 Remote Code Execution Vulnerability BII
Alcatel Lucent Omnivista 8770 - Remote Code Execution - Windows remote Exploit EX

malerisch.net: Alcatel Lucent Omnivista or: How | learned GIOP and gained Unauthenticated Remote Code Execution (CVE-2016-9796) MI:

GitHub - malerisch/omnivista-8770-unauth-rce: Omnivista 8770 Unauthenticated Remote Code Execution - PoC MI:
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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