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Summary

CVE CVE-2016-9855

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-12-11 02:59:00 UTC

Updated 2017-07-01 01:30:00 UTC

Description An issue was discovered in phpMyAdmin. By calling some scripts that are part of phpMyAdmin in an unexpected way, it is possible to trigger phpMyAdmin to display a PHP error message which contains the full path of the directory where phpMyAdmin is installed. During an execution timeout in the export functionality, the errors containing the full path of the directory of phpMyAdmin are written to the export file. All 4.6.x versions (prior to 4.6.5), and 4.4.x versions (prior to 4.4.15.9) are affected. This CVE is for the PMA_shutdownDuringExport issue.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin 4.4.0 All All All

Application Phpmyadmin Phpmyadmin 4.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.1.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.10 All All All

Application Phpmyadmin Phpmyadmin 4.4.11 All All All

Application Phpmyadmin Phpmyadmin 4.4.12 All All All

Application Phpmyadmin Phpmyadmin 4.4.13 All All All

Application Phpmyadmin Phpmyadmin 4.4.13.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.14 All All All

Application Phpmyadmin Phpmyadmin 4.4.14.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.15 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.2 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.3 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.4 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.5 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.6 All All All
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Application Phpmyadmin Phpmyadmin 4.4.15.6 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.7 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.8 All All All

Application Phpmyadmin Phpmyadmin 4.4.2 All All All

Application Phpmyadmin Phpmyadmin 4.4.3 All All All

Application Phpmyadmin Phpmyadmin 4.4.4 All All All

Application Phpmyadmin Phpmyadmin 4.4.5 All All All

Application Phpmyadmin Phpmyadmin 4.4.6 All All All

Application Phpmyadmin Phpmyadmin 4.4.6.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.7 All All All

Application Phpmyadmin Phpmyadmin 4.4.8 All All All

Application Phpmyadmin Phpmyadmin 4.4.9 All All All

Application Phpmyadmin Phpmyadmin 4.6.0 All All All

Application Phpmyadmin Phpmyadmin 4.6.1 All All All

Application Phpmyadmin Phpmyadmin 4.6.2 All All All

Application Phpmyadmin Phpmyadmin 4.6.3 All All All

Application Phpmyadmin Phpmyadmin 4.6.4 All All All

Application Phpmyadmin Phpmyadmin 4.4.0 All All All

Application Phpmyadmin Phpmyadmin 4.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.1.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.10 All All All

Application Phpmyadmin Phpmyadmin 4.4.11 All All All

Application Phpmyadmin Phpmyadmin 4.4.12 All All All

Application Phpmyadmin Phpmyadmin 4.4.13 All All All

Application Phpmyadmin Phpmyadmin 4.4.13.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.14 All All All

Application Phpmyadmin Phpmyadmin 4.4.14.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.15 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.2 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.3 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.4 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.5 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.6 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.7 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.8 All All All
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Application Phpmyadmin Phpmyadmin 4.4.2 All All All

Application Phpmyadmin Phpmyadmin 4.4.3 All All All

Application Phpmyadmin Phpmyadmin 4.4.4 All All All

Application Phpmyadmin Phpmyadmin 4.4.5 All All All

Application Phpmyadmin Phpmyadmin 4.4.6 All All All

Application Phpmyadmin Phpmyadmin 4.4.6.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.7 All All All

Application Phpmyadmin Phpmyadmin 4.4.8 All All All

Application Phpmyadmin Phpmyadmin 4.4.9 All All All

Application Phpmyadmin Phpmyadmin 4.6.0 All All All

Application Phpmyadmin Phpmyadmin 4.6.1 All All All

Application Phpmyadmin Phpmyadmin 4.6.2 All All All

Application Phpmyadmin Phpmyadmin 4.6.3 All All All

Application Phpmyadmin Phpmyadmin 4.6.4 All All All

References

Reference Source Link Tags

phpMyAdmin - Security - PMASA-2016-63 CONFIRM www.phpmyadmin.net Patch, Vendor Advisory

phpMyAdmin Multiple Full Path Information Disclosure Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

phpMyAdmin: Multiple vulnerabilities (GLSA 201701-32) — Gentoo security GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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501149 Alpine Linux Security Update for phpmyadmin

505232 Alpine Linux Security Update for phpmyadmin

710467 Gentoo Linux Hypertext Preprocessor (PHP) MyAdmin Multiple Vulnerabilities (GLSA 201701-32)
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