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Summary

CVE CVE-2016-9879

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-06 22:59:00 UTC

Updated 2021-06-08 18:22:00 UTC

Description An issue was discovered in Pivotal Spring Security before 3.2.10, 4.1.x before 4.1.4, and 4.2.x before 4.2.1. Spring Security does not consider URL path parameters when processing security constraints. By adding a URL path parameter with an encoded "/" to a request, an attacker may be able to bypass a security constraint. The root cause of this issue is a lack of clarity regarding the handling of path parameters in the Servlet Specification. Some Servlet containers include path parameters in the value returned for getPathInfo() and some do not. Spring Security uses the value returned by getPathInfo() as part of the process of mapping requests to security constraints. The unexpected presence of path parameters can cause a constraint to be bypassed. Users of Apache Tomcat (all current versions) are not affected by this vulnerability since Tomcat follows the guidance previously provided by the Servlet Expert group and strips path parameters from the value returned by getContextPath(), getServletPath(), and getPathInfo(). Users of other Servlet containers based on Apache Tomcat may or may not be affected depending on whether or not the handling of path parameters has been modified. Users of IBM WebSphere Application Server 8.5.x are known to be affected. Users of other containers that implement the Servlet specification may be affected.

Risk And Classification

Problem Types: CWE-417

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Websphere Application Server 8.5.0.0 All All All

Application Ibm Websphere Application Server 8.5.0.1 All All All

Application Ibm Websphere Application Server 8.5.0.2 All All All

Application Ibm Websphere Application Server 8.5.5.0 All All All

Application Ibm Websphere Application Server 8.5.5.1 All All All

Application Ibm Websphere Application Server 8.5.5.2 All All All

Application Ibm Websphere Application Server 8.5.5.3 All All All

Application Ibm Websphere Application Server 8.5.5.4 All All All

Application Ibm Websphere Application Server 8.5.5.5 All All All

Application Ibm Websphere Application Server 8.5.5.6 All All All

Application Ibm Websphere Application Server 8.5.5.7 All All All

Application Ibm Websphere Application Server 8.5.5.8 All All All

Application Ibm Websphere Application Server 8.5.5.9 All All All

Application Ibm Websphere Application Server 8.5.0.0 All All All

Application Ibm Websphere Application Server 8.5.0.1 All All All

Application Ibm Websphere Application Server 8.5.0.2 All All All

Application Ibm Websphere Application Server 8.5.5.0 All All All
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Application Ibm Websphere Application Server 8.5.5.0 All All All

Application Ibm Websphere Application Server 8.5.5.1 All All All

Application Ibm Websphere Application Server 8.5.5.2 All All All

Application Ibm Websphere Application Server 8.5.5.3 All All All

Application Ibm Websphere Application Server 8.5.5.4 All All All

Application Ibm Websphere Application Server 8.5.5.5 All All All

Application Ibm Websphere Application Server 8.5.5.6 All All All

Application Ibm Websphere Application Server 8.5.5.7 All All All

Application Ibm Websphere Application Server 8.5.5.8 All All All

Application Ibm Websphere Application Server 8.5.5.9 All All All

Application Pivotal Software Spring Security 3.2.0 All All All

Application Pivotal Software Spring Security 3.2.1 All All All

Application Pivotal Software Spring Security 3.2.2 All All All

Application Pivotal Software Spring Security 3.2.3 All All All

Application Pivotal Software Spring Security 3.2.4 All All All

Application Pivotal Software Spring Security 3.2.5 All All All

Application Pivotal Software Spring Security 3.2.6 All All All

Application Pivotal Software Spring Security 3.2.7 All All All

Application Pivotal Software Spring Security 3.2.8 All All All

Application Pivotal Software Spring Security 3.2.9 All All All

Application Pivotal Software Spring Security 4.1.0 All All All

Application Pivotal Software Spring Security 4.1.1 All All All

Application Pivotal Software Spring Security 4.1.2 All All All

Application Pivotal Software Spring Security 4.1.3 All All All

Application Pivotal Software Spring Security 4.2.0 All All All

Application Pivotal Software Spring Security 3.2.0 All All All

Application Pivotal Software Spring Security 3.2.1 All All All

Application Pivotal Software Spring Security 3.2.2 All All All

Application Pivotal Software Spring Security 3.2.3 All All All

Application Pivotal Software Spring Security 3.2.4 All All All

Application Pivotal Software Spring Security 3.2.5 All All All

Application Pivotal Software Spring Security 3.2.6 All All All

Application Pivotal Software Spring Security 3.2.7 All All All

Application Pivotal Software Spring Security 3.2.8 All All All

Application Pivotal Software Spring Security 3.2.9 All All All

Application Pivotal Software Spring Security 4.1.0 All All All
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Application Pivotal Software Spring Security 4.1.1 All All All

Application Pivotal Software Spring Security 4.1.2 All All All

Application Pivotal Software Spring Security 4.1.3 All All All

Application Pivotal Software Spring Security 4.2.0 All All All

Application Vmware Spring Security 3.2.0 All All All

Application Vmware Spring Security 3.2.1 All All All

Application Vmware Spring Security 3.2.2 All All All

Application Vmware Spring Security 3.2.3 All All All

Application Vmware Spring Security 3.2.4 All All All

Application Vmware Spring Security 3.2.5 All All All

Application Vmware Spring Security 3.2.6 All All All

Application Vmware Spring Security 3.2.7 All All All

Application Vmware Spring Security 3.2.8 All All All

Application Vmware Spring Security 3.2.9 All All All

Application Vmware Spring Security 4.1.0 All All All

Application Vmware Spring Security 4.1.1 All All All

Application Vmware Spring Security 4.1.2 All All All

Application Vmware Spring Security 4.1.3 All All All

Application Vmware Spring Security 4.2.0 All All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com

CVE-2016-9879 Encoded "/" in path variables | Security | Pivotal CONFIRM pivotal.io Mailing List, Vendor Advisory

Pivotal Spring Security CVE-2016-9879 Security Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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980544 Java (maven) Security Update for org.springframework.security:spring-security-core (GHSA-v35c-49j6-q8hq)
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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CVE.report and Source URL Uptime Status status.cve.report

https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2016-9879
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


