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Summary

CVE CVE-2016-9892

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-02 23:59:00 UTC

Updated 2017-03-16 15:20:00 UTC

Description The esets_daemon service in ESET Endpoint Antivirus for macOS before 6.4.168.0 and Endpoint Security for macOS before 6.4.168.0 does not properly verify X.509 certificates from the edf.eset.com SSL server, which allows man-in-the-middle attackers to spoof this server and provide crafted responses to license activation requests via a self-signed certificate. 

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eset Endpoint Antivirus 6.3.70.1 All All All

Application Eset Endpoint Antivirus 6.3.70.1 All All All

Application Eset Endpoint Security 6.3.70.1 All All All

Application Eset Endpoint Security 6.3.70.1 All All All

References

Reference Source Link

Full Disclosure: CVE-2016-9892 - Remote Code Execution as Root via ESET Endpoint Antivirus 6 FULLDISC seclists.org

ESET Endpoint Antivirus 6 Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

ESET Endpoint Antivirus CVE-2016-9892 Remote Code Execution Vulnerability BID www.securityfocus.com

Remote execution and privilege escalation vulnerabilities in ESET products for macOS fixed—ESET Knowledgebase CONFIRM support.eset.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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