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Memory safety bugs were reported in Thunderbird 45.5. Some of these bugs showed evidence of memory corruption and w
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Debian Debian Linux 9.0 All All All
Debian Debian Linux 9.0 All All All
Mozilla Firefox All All All All
Mozilla Firefox All All All All
Mozilla Firefox Esr All All All All
Mozilla Firefox Esr All All All All
Mozilla Thunderbird All All All All
Mozilla Thunderbird All All All All
Redhat Enterprise Linux 5.0 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux 5.0 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux Desktop 5.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
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Operating System Redhat Enterprise Linux Desktop 5.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Server 5.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 5.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Aus 7.3 All All All
Operating System Redhat Enterprise Linux Server Aus 7.4 All All All
Operating System Redhat Enterprise Linux Server Aus 7.3 All All All
Operating System Redhat Enterprise Linux Server Aus 7.4 All All All
Operating System Redhat Enterprise Linux Server Eus 7.3 All All All
Operating System Redhat Enterprise Linux Server Eus 7.4 All All All
Operating System Redhat Enterprise Linux Server Eus 7.5 All All All
Operating System Redhat Enterprise Linux Server Eus 7.3 All All All
Operating System Redhat Enterprise Linux Server Eus 7.4 All All All
Operating System Redhat Enterprise Linux Server Eus 7.5 All All All
Operating System Redhat Enterprise Linux Workstation 5.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 5.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
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Mozilla Firefox, Thunderbird: Multiple vulnerabilities (GLSA 201701-15) — Gentoo security

Security vulnerabilities fixed in Firefox 50.1 — Mozilla

Mozilla Firefox Multiple Flaws Let Remote Users Bypass Security Restrictions, Obtain Potentially Sensitive Information, and Execute Arbitrary
Security vulnerabilities fixed in Firefox ESR 45.6 — Mozilla

Red Hat Customer Portal

Red Hat Customer Portal

Mozilla Firefox MFSA2016-94 and MFSA2016-95 Multiple Security Vulnerabilities
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Security vulnerabilities fixed In | hunderbird 45.6 — Mozilla
Debian -- Security Information -- DSA-3757-1 icedove

Bug List

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710500 Gentoo Linux Mozilla Firefox, Thunderbird Multiple Vulnerabilities (GLSA 201701-15)
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