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Uniscribe in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, and Windows 7 SP1 allows remote att:
H

Risk And Classification

Primary CVSS: v3.0 4.3 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N

Problem Types: CWE-200 | Information Disclosure

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 4.3 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N
2.0 nvd@nist.gov Primary 43 AV:N/AC:M/Au:N/C:P/l:N/A:N
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https://cve.report/
https://cve.report/CVE-2017-0113/mitre
https://cve.report/CVE-2017-0113/nist
https://cve.report/CVE-2017-0113/cve_org
https://cve.report/api/cve/CVE-2017-0113.json
https://cve.report/CVE-2017-0113.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:P/I:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows 7 All sp1 All All
Operating System Microsoft Windows Server 2008 All sp2 All All
Operating System Microsoft Windows Server 2008 r2 sp1 All All
Operating System Microsoft Windows Vista All sp2 All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Microsoft Corporation  Windows Uniscribe  affected Uniscribe in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R

4] i
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Microsoft Windows - Uniscribe Font Processing Multiple Heap Out-of-Bounds and Wild Reads (MS17-011) - Windows dos Exploit

Security Update Guide - Microsoft Security Response Center

Microsoft Windows Uniscribe CVE-2017-0113 Information Disclosure Vulnerability

Microsoft Windows Uniscribe Multiple Bugs Let Remote Users Obtain Potentially Sensitive Information and Execute Arbitrary Code - Security1
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http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_7
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/Microsoft_Corporation
http://cve.report/software/Microsoft_Corporation/Windows_Uniscribe
https://www.exploit-db.com/exploits/41655/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0113
http://www.securityfocus.com/bid/96660
http://www.securitytracker.com/id/1037992
https://www.cve.org/CVERecord?id=CVE-2017-0113
https://nvd.nist.gov/vuln/detail/CVE-2017-0113

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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