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/

CVE-2017-0195

PUBLIC

secure@microsoft.com

CVE Program / NVD first with legacy fallback

2017-04-12 14:59:00 UTC

2017-04-20 18:20:00 UTC

Microsoft Excel Services on Microsoft SharePoint Server 2010 SP1 and SP2, Microsoft Excel Web Apps 2010 SP2, Micros:

Risk And Classification

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

References

Vendor

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Product

Excel Web App

Excel Web App

Office Online Server
Office Online Server
Office Web Apps

Office Web Apps

Office Web Apps Server
Office Web Apps Server
Sharepoint Server
Sharepoint Server
Sharepoint Server

Sharepoint Server

Version

Update
2010 sp2
2010 sp2

All

All
2010 sp2
2010 sp2
2013 sp1
2013 sp1
2010 spi
2010 sp2
2010 sp1
2010 sp2

Edition

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All

All

Reference

Source

Microsoft Office CVE-2017-0195 Privilege Escalation Vulnerability ~BID

{{windowTitle}}

Link

www.securityfocus.com

Tags

Third Party Advisory, VDB Entn

CONFIRM  portal.msrc.microsoft.com  Patch, Vendor Advisory
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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