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Summary

CVE CVE-2017-0356

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-13 15:29:00 UTC

Updated 2018-05-18 15:40:00 UTC

Description A flaw, similar to to CVE-2016-9646, exists in ikiwiki before 3.20170111, in the passwordauth plugin's use of CGI::FormBuilder, allowing an attacker to bypass authentication via repeated parameters.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Ikiwiki Ikiwiki All All All All

Application Ikiwiki Ikiwiki All All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-3760-1 ikiwiki DEBIAN www.debian.org Third Party Advisory

security CONFIRM ikiwiki.info Vendor Advisory

ikiwiki CVE-2017-0356 Authentication Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

'[oss-security] ikiwiki: CVE-2017-0356: Authentication bypass via repeated parameters' - MARC MLIST marc.info Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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