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Summary

CVE CVE-2017-0358

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-13 15:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Jann Horn of Google Project Zero discovered that NTFS-3G, a read-write NTFS driver for FUSE, does not scrub the environment before executing modprobe with elevated privileges. A local user can take advantage of this flaw for local root privilege escalation.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Tuxera Ntfs-3g All All All All

References

Reference Source Link

ntfs-3g - Unsanitized modprobe Environment Privilege Escalation EXPLOIT-DB www.exploit-db.com

'[oss-security] CVE-2017-0358 ntfs-3g: modprobe influence vulnerability via environment variables' - MARC MLIST marc.info

oss-security - Re: CVE-2017-0358 ntfs-3g: modprobe influence vulnerability via environment variables MLIST www.openwall.com

ntfs-3g (Debian 9) - Privilege Escalation EXPLOIT-DB www.exploit-db.com

NTFS-3G: Privilege escalation (GLSA 201702-10) — Gentoo security GENTOO security.gentoo.org

Debian -- Security Information -- DSA-3780-1 ntfs-3g DEBIAN www.debian.org

NTFS-3G CVE-2017-0358 Local Privilege Escalation Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

https://cve.report/
https://cve.report/CVE-2017-0358/mitre
https://cve.report/CVE-2017-0358/nist
https://cve.report/CVE-2017-0358/cve_org
https://cve.report/CVE-2017-0358.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/tuxera
http://cve.report/software/tuxera/ntfs-3g
https://www.exploit-db.com/exploits/41356/
https://marc.info/?l=oss-security&m=148594671929354&w=2
http://www.openwall.com/lists/oss-security/2017/02/04/1
https://www.exploit-db.com/exploits/41240/
https://security.gentoo.org/glsa/201702-10
https://www.debian.org/security/2017/dsa-3780
http://www.securityfocus.com/bid/95987
https://www.cve.org/CVERecord?id=CVE-2017-0358
https://nvd.nist.gov/vuln/detail/CVE-2017-0358


Discovery Credit

LEGACY: Jann Horn of Google Project Zero

Legacy QID Mappings
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710426 Gentoo Linux NTFS-3G Privilege escalation Vulnerability (GLSA 201702-10)

751107 SUSE Enterprise Linux Security Update for ntfs-3g_ntfsprogs (SUSE-SU-2021:2965-1)
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