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Summary

CVE CVE-2017-0360

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-04 17:59:00 UTC

Updated 2023-11-07 02:37:00 UTC

Description file_open in Tryton 3.x and 4.x through 4.2.2 allows remote authenticated users with certain permissions to read arbitrary files via a "same root name but with a suffix" attack. NOTE: This vulnerability exists because of an incomplete fix for CVE-2016-1242.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tryton Tryton 3.0.0 All All All

Application Tryton Tryton 3.0.1 All All All

Application Tryton Tryton 3.0.10 All All All

Application Tryton Tryton 3.0.11 All All All

Application Tryton Tryton 3.0.12 All All All

Application Tryton Tryton 3.0.13 All All All

Application Tryton Tryton 3.0.14 All All All

Application Tryton Tryton 3.0.15 All All All

Application Tryton Tryton 3.0.16 All All All

Application Tryton Tryton 3.0.17 All All All

Application Tryton Tryton 3.0.2 All All All

Application Tryton Tryton 3.0.3 All All All

Application Tryton Tryton 3.0.4 All All All

Application Tryton Tryton 3.0.5 All All All

Application Tryton Tryton 3.0.6 All All All

Application Tryton Tryton 3.0.7 All All All

Application Tryton Tryton 3.0.8 All All All
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Application Tryton Tryton 3.0.8 All All All

Application Tryton Tryton 3.0.9 All All All

Application Tryton Tryton 3.2.0 All All All

Application Tryton Tryton 3.2.1 All All All

Application Tryton Tryton 3.2.10 All All All

Application Tryton Tryton 3.2.11 All All All

Application Tryton Tryton 3.2.12 All All All

Application Tryton Tryton 3.2.13 All All All

Application Tryton Tryton 3.2.14 All All All

Application Tryton Tryton 3.2.15 All All All

Application Tryton Tryton 3.2.16 All All All

Application Tryton Tryton 3.2.17 All All All

Application Tryton Tryton 3.2.2 All All All

Application Tryton Tryton 3.2.3 All All All

Application Tryton Tryton 3.2.4 All All All

Application Tryton Tryton 3.2.5 All All All

Application Tryton Tryton 3.2.6 All All All

Application Tryton Tryton 3.2.7 All All All

Application Tryton Tryton 3.2.8 All All All

Application Tryton Tryton 3.2.9 All All All

Application Tryton Tryton 3.4.0 All All All

Application Tryton Tryton 3.4.1 All All All

Application Tryton Tryton 3.4.10 All All All

Application Tryton Tryton 3.4.11 All All All

Application Tryton Tryton 3.4.12 All All All

Application Tryton Tryton 3.4.13 All All All

Application Tryton Tryton 3.4.14 All All All

Application Tryton Tryton 3.4.15 All All All

Application Tryton Tryton 3.4.16 All All All

Application Tryton Tryton 3.4.17 All All All

Application Tryton Tryton 3.4.2 All All All

Application Tryton Tryton 3.4.3 All All All

Application Tryton Tryton 3.4.4 All All All

Application Tryton Tryton 3.4.5 All All All

Application Tryton Tryton 3.4.6 All All All

Application Tryton Tryton 3.4.7 All All All
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Application Tryton Tryton 3.4.8 All All All

Application Tryton Tryton 3.4.9 All All All

Application Tryton Tryton 3.6.0 All All All

Application Tryton Tryton 3.6.1 All All All

Application Tryton Tryton 3.6.10 All All All

Application Tryton Tryton 3.6.11 All All All

Application Tryton Tryton 3.6.12 All All All

Application Tryton Tryton 3.6.13 All All All

Application Tryton Tryton 3.6.14 All All All

Application Tryton Tryton 3.6.15 All All All

Application Tryton Tryton 3.6.16 All All All

Application Tryton Tryton 3.6.2 All All All

Application Tryton Tryton 3.6.3 All All All

Application Tryton Tryton 3.6.4 All All All

Application Tryton Tryton 3.6.5 All All All

Application Tryton Tryton 3.6.6 All All All

Application Tryton Tryton 3.6.7 All All All

Application Tryton Tryton 3.6.8 All All All

Application Tryton Tryton 3.6.9 All All All

Application Tryton Tryton 3.8.0 All All All

Application Tryton Tryton 3.8.1 All All All

Application Tryton Tryton 3.8.10 All All All

Application Tryton Tryton 3.8.11 All All All

Application Tryton Tryton 3.8.12 All All All

Application Tryton Tryton 3.8.13 All All All

Application Tryton Tryton 3.8.14 All All All

Application Tryton Tryton 3.8.2 All All All

Application Tryton Tryton 3.8.3 All All All

Application Tryton Tryton 3.8.4 All All All

Application Tryton Tryton 3.8.5 All All All

Application Tryton Tryton 3.8.6 All All All

Application Tryton Tryton 3.8.7 All All All

Application Tryton Tryton 3.8.8 All All All

Application Tryton Tryton 3.8.9 All All All

Application Tryton Tryton 4.0.0 All All All

Application Tryton Tryton 4.0.1 All All All
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Application Tryton Tryton 4.0.1 All All All

Application Tryton Tryton 4.0.2 All All All

Application Tryton Tryton 4.0.3 All All All

Application Tryton Tryton 4.0.4 All All All

Application Tryton Tryton 4.0.5 All All All

Application Tryton Tryton 4.0.6 All All All

Application Tryton Tryton 4.0.7 All All All

Application Tryton Tryton 4.0.8 All All All

Application Tryton Tryton 4.0.9 All All All

Application Tryton Tryton 4.2.0 All All All

Application Tryton Tryton 4.2.1 All All All

Application Tryton Tryton 4.2.2 All All All

Application Tryton Tryton 3.0.0 All All All

Application Tryton Tryton 3.0.1 All All All

Application Tryton Tryton 3.0.10 All All All

Application Tryton Tryton 3.0.11 All All All

Application Tryton Tryton 3.0.12 All All All

Application Tryton Tryton 3.0.13 All All All

Application Tryton Tryton 3.0.14 All All All

Application Tryton Tryton 3.0.15 All All All

Application Tryton Tryton 3.0.16 All All All

Application Tryton Tryton 3.0.17 All All All

Application Tryton Tryton 3.0.2 All All All

Application Tryton Tryton 3.0.3 All All All

Application Tryton Tryton 3.0.4 All All All

Application Tryton Tryton 3.0.5 All All All

Application Tryton Tryton 3.0.6 All All All

Application Tryton Tryton 3.0.7 All All All

Application Tryton Tryton 3.0.8 All All All

Application Tryton Tryton 3.0.9 All All All

Application Tryton Tryton 3.2.0 All All All

Application Tryton Tryton 3.2.1 All All All

Application Tryton Tryton 3.2.10 All All All

Application Tryton Tryton 3.2.11 All All All

Application Tryton Tryton 3.2.12 All All All

Application Tryton Tryton 3.2.13 All All All
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Application Tryton Tryton 3.2.14 All All All

Application Tryton Tryton 3.2.15 All All All

Application Tryton Tryton 3.2.16 All All All

Application Tryton Tryton 3.2.17 All All All

Application Tryton Tryton 3.2.2 All All All

Application Tryton Tryton 3.2.3 All All All

Application Tryton Tryton 3.2.4 All All All

Application Tryton Tryton 3.2.5 All All All

Application Tryton Tryton 3.2.6 All All All

Application Tryton Tryton 3.2.7 All All All

Application Tryton Tryton 3.2.8 All All All

Application Tryton Tryton 3.2.9 All All All

Application Tryton Tryton 3.4.0 All All All

Application Tryton Tryton 3.4.1 All All All

Application Tryton Tryton 3.4.10 All All All

Application Tryton Tryton 3.4.11 All All All

Application Tryton Tryton 3.4.12 All All All

Application Tryton Tryton 3.4.13 All All All

Application Tryton Tryton 3.4.14 All All All

Application Tryton Tryton 3.4.15 All All All

Application Tryton Tryton 3.4.16 All All All

Application Tryton Tryton 3.4.17 All All All

Application Tryton Tryton 3.4.2 All All All

Application Tryton Tryton 3.4.3 All All All

Application Tryton Tryton 3.4.4 All All All

Application Tryton Tryton 3.4.5 All All All

Application Tryton Tryton 3.4.6 All All All

Application Tryton Tryton 3.4.7 All All All

Application Tryton Tryton 3.4.8 All All All

Application Tryton Tryton 3.4.9 All All All

Application Tryton Tryton 3.6.0 All All All

Application Tryton Tryton 3.6.1 All All All

Application Tryton Tryton 3.6.10 All All All

Application Tryton Tryton 3.6.11 All All All

Application Tryton Tryton 3.6.12 All All All
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Application Tryton Tryton 3.6.13 All All All

Application Tryton Tryton 3.6.14 All All All

Application Tryton Tryton 3.6.15 All All All

Application Tryton Tryton 3.6.16 All All All

Application Tryton Tryton 3.6.2 All All All

Application Tryton Tryton 3.6.3 All All All

Application Tryton Tryton 3.6.4 All All All

Application Tryton Tryton 3.6.5 All All All

Application Tryton Tryton 3.6.6 All All All

Application Tryton Tryton 3.6.7 All All All

Application Tryton Tryton 3.6.8 All All All

Application Tryton Tryton 3.6.9 All All All

Application Tryton Tryton 3.8.0 All All All

Application Tryton Tryton 3.8.1 All All All

Application Tryton Tryton 3.8.10 All All All

Application Tryton Tryton 3.8.11 All All All

Application Tryton Tryton 3.8.12 All All All

Application Tryton Tryton 3.8.13 All All All

Application Tryton Tryton 3.8.14 All All All

Application Tryton Tryton 3.8.2 All All All

Application Tryton Tryton 3.8.3 All All All

Application Tryton Tryton 3.8.4 All All All

Application Tryton Tryton 3.8.5 All All All

Application Tryton Tryton 3.8.6 All All All

Application Tryton Tryton 3.8.7 All All All

Application Tryton Tryton 3.8.8 All All All

Application Tryton Tryton 3.8.9 All All All

Application Tryton Tryton 4.0.0 All All All

Application Tryton Tryton 4.0.1 All All All

Application Tryton Tryton 4.0.2 All All All

Application Tryton Tryton 4.0.3 All All All

Application Tryton Tryton 4.0.4 All All All

Application Tryton Tryton 4.0.5 All All All

Application Tryton Tryton 4.0.6 All All All

Application Tryton Tryton 4.0.7 All All All

Application Tryton Tryton 4.0.8 All All All
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