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Summary

CVE CVE-2017-0520

State PUBLIC

Assigner security@android.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-08 01:59:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An elevation of privilege vulnerability in the Qualcomm crypto engine driver could enable a local malicious application to execute arbitrary code within the context of the kernel. This issue is rated as High because it first requires compromising a privileged process. Product: Android. Versions: Kernel-3.10, Kernel-3.18. Android ID: A-31750232. References: QC-CR#1082636.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 3.10 All All All

Operating System Linux Linux Kernel 3.18 All All All

Operating System Linux Linux Kernel 3.10 All All All

Operating System Linux Linux Kernel 3.18 All All All

References

Reference

Google Nexus Qualcomm Crypto Engine Driver CVE-2017-0520 Privilege Escalation Vulnerability

Android Multiple Flaws Let Users Deny Service, Obtain Potentially Sensitive Information, and Gain Elevated Privileges and Let Remote Users Execute Arbitrary Code - SecurityTracker

kernel/msm-3.18 - Unnamed repository

Android Security Bulletin—March 2017  |  Android Open Source Project

Android Security Bulletin—March 2017 | Android Open Source Project

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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