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CVE CVE-2017-0861
State PUBLIC
Assigner security@android.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-16 23:29:00 UTC
Updated 2020-07-15 03:15:00 UTC
Description

/

Risk And Classification

Use-after-free vulnerability in the snd_pcm_info function in the ALSA subsystem in the Linux kernel allows attackers to gain

1|

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Operating System Google Android -
Operating System Google Android -

Update Edition
All All
All All

Language
All

All

Reference

Oracle Critical Patch Update Advisory - July 2020
kernel/git/torvalds/linux.git - Linux kernel source tree

USN-3619-1: Linux kernel vulnerabilities | Ubuntu security notices

Red Hat Customer Portal

USN-3617-2: Linux (HWE) vulnerabilities | Ubuntu security notices | Ubuntu
USN-3619-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices
USN-3617-1: Linux kernel vulnerabilities | Ubuntu security notices

Red Hat Customer Portal

CVE-2017-0861

DCIM Support

Debian -- Security Information -- DSA-4187-1 linux

[SECURITY] [DLA 1369-1] linux security update

Source

MISC

CONFIRM

UBUNTU

REDHAT

UBUNTU

UBUNTU

UBUNTU

REDHAT

CONFIRM

CONFIRM

DEBIAN

MLIST

References

Link

www.oracle.com
git.kernel.org
usn.ubuntu.com
access.redhat.com
usn.ubuntu.com
usn.ubuntu.com
usn.ubuntu.com
access.redhat.com
security-tracker.debian.org
help.ecostruxureit.com
www.debian.org

lists.debian.org


https://cve.report/
https://cve.report/CVE-2017-0861/mitre
https://cve.report/CVE-2017-0861/nist
https://cve.report/CVE-2017-0861/cve_org
https://cve.report/api/cve/CVE-2017-0861.json
https://cve.report/CVE-2017-0861.pdf
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
https://www.oracle.com/security-alerts/cpujul2020.html
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=362bca57f5d78220f8b5907b875961af9436e229
https://usn.ubuntu.com/3619-1/
https://access.redhat.com/errata/RHSA-2018:2390
https://usn.ubuntu.com/3617-2/
https://usn.ubuntu.com/3619-2/
https://usn.ubuntu.com/3617-1/
https://access.redhat.com/errata/RHSA-2018:3083
https://security-tracker.debian.org/tracker/CVE-2017-0861
https://help.ecostruxureit.com/display/public/UADCE725/Security+fixes+in+StruxureWare+Data+Center+Expert+v7.6.0
https://www.debian.org/security/2018/dsa-4187
https://lists.debian.org/debian-lts-announce/2018/05/msg00000.html

USN-3583-2: Linux kernel (Trusty HWE) vulnerabilities | Ubuntu security notices
USN-3583-1: Linux kernel vulnerabilities | Ubuntu security notices

USN-3617-3: Linux kernel (Raspberry Pi 2) vulnerabilities | Ubuntu security notices
Linux Kernel CVE-2017-0861 Local Privilege Escalation Vulnerability

403 Forbidden

USN-3632-1: Linux kernel (Azure) vulnerabilities | Ubuntu security notices
Pixel&hairsp;/&hairsp;Nexus Security Bulletin—November 2017 | Android Open Source Project
Red Hat Customer Portal

Red Hat Customer Portal

Oracle Critical Patch Update Advisory - April 2019
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UBUNTU

UBUNTU

UBUNTU

BID

MLIST

UBUNTU

CONFIRM

REDHAT

REDHAT

MISC

CVE.ORG

NVD

usn.ubuntu.com
usn.ubuntu.com
usn.ubuntu.com
www.securityfocus.com
lists.alioth.debian.org
usn.ubuntu.com
source.android.com
access.redhat.com
access.redhat.com
www.oracle.com
Www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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