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Summary

CVE CVE-2017-0884

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-05 20:59:00 UTC

Updated 2022-10-04 14:05:00 UTC

Description Nextcloud Server before 9.0.55 and 10.0.2 suffers from a creation of folders in read-only folders despite lacking permissions issue. Due to a logical error in the file caching layer an authenticated adversary is able to create empty folders inside a shared folder. Note that this only affects folders and files that the adversary has at least read-only permissions for.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nextcloud Nextcloud 10.0.2 All All All

Application Nextcloud Nextcloud 10.0.2 All All All

Application Nextcloud Nextcloud All All All All

Application Nextcloud Nextcloud Server All All All All

Application Nextcloud Nextcloud Server 10.0.2 All All All

References

Reference Source Link Tags

advisory – Nextcloud CONFIRM nextcloud.com Patch, Vendor Advisory

HackerOne MISC hackerone.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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