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CVE CVE-2017-0898
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-15 19:29:00 UTC
Updated 2018-07-1501:29:00 UTC
Description Ruby before 2.4.2, 2.3.5, and 2.2.8 is vulnerable to a malicious format string which contains a precious specifier (*) with a h

/ |

1|

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ruby-lang Ruby 2.2.0 All All All
Application Ruby-lang Ruby 2.2.1 All All All
Application Ruby-lang Ruby 222 All All All
Application Ruby-lang Ruby 223 All All All
Application Ruby-lang Ruby 224 All All All
Application Ruby-lang Ruby 225 All All All
Application Ruby-lang Ruby 2.2.6 All All All
Application Ruby-lang Ruby 227 All All All
Application Ruby-lang Ruby 2.3.0 All All All
Application Ruby-lang Ruby 2.31 All All All
Application Ruby-lang Ruby 2.3.2 All All All
Application Ruby-lang Ruby 233 All All All
Application Ruby-lang Ruby 2.34 All All All
Application Ruby-lang Ruby 24.0 All All All
Application Ruby-lang Ruby 2.4.1 All All All
Application Ruby-lang Ruby 2.2.0 All All All
Application Ruby-lang Ruby 221 All All All
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Application Ruby-lang Ruby 222 All All All
Application Ruby-lang Ruby 223 All All All
Application Ruby-lang Ruby 224 All All All
Application Ruby-lang Ruby 225 All All All
Application Ruby-lang Ruby 2.2.6 All All All
Application Ruby-lang Ruby 227 All All All
Application Ruby-lang Ruby 2.3.0 All All All
Application Ruby-lang Ruby 2.31 All All All
Application Ruby-lang Ruby 2.3.2 All All All
Application Ruby-lang Ruby 233 All All All
Application Ruby-lang Ruby 2.34 All All All
Application Ruby-lang Ruby 24.0 All All All
Application Ruby-lang Ruby 2.4.1 All All All
Reference
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Red Hat Customer Portal
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CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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500608 Alpine Linux Security Update for ruby
504368 Alpine Linux Security Update for ruby

710368 Gentoo Linux Ruby Multiple Vulnerabilities (GLSA 201710-18)
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