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RubyGems version 2.6.12 and earlier is vulnerable to maliciously crafted gem specifications to cause a denial of service att
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HackerOne
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CVE Program record

NVD vulnerability detail

/

2.6.13 Released - RubyGems Blog

[SECURITY] [DLA 1421-1] ruby2.1 security update

RubyGems: Multiple vulnerabilities (GLSA 201710-01) — Gentoo security

RubyGems CVE-2017-0900 Denial of Service Vulnerability

Debian -- Security Information -- DSA-3966-1 ruby2.3

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

© CVE.report 2026 |

500608 Alpine Linux Security Update for ruby

504368 Alpine Linux Security Update for ruby

710352 Gentoo Linux RubyGems Multiple Vulnerabilities (GLSA 201710-01)

Truncate summaries to 100,000 characters in the query command - rubygems/rubygems@8a38a4f - GitHub

Ruby Flaws in RubyGems Let Remote Users Hijack the DNS and Overwrite Files and Let Local Users Deny Service - SecurityTracker
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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