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Summary

CVE CVE-2017-0903

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-11 18:29:00 UTC

Updated 2019-10-09 23:21:00 UTC

Description RubyGems versions between 2.0.0 and 2.6.13 are vulnerable to a possible remote code execution vulnerability. YAML deserialization of gem specifications can bypass class white lists. Specially crafted serialized objects can possibly be used to escalate to remote code execution.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All
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Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.4 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.4 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Application Rubygems Rubygems 2.0.0 All All All

Application Rubygems Rubygems 2.0.0 preview2 All All

Application Rubygems Rubygems 2.0.0 preview2.1 All All

Application Rubygems Rubygems 2.0.0 preview2.2 All All

Application Rubygems Rubygems 2.0.0 rc1 All All

Application Rubygems Rubygems 2.0.0 rc2 All All

Application Rubygems Rubygems 2.0.1 All All All

Application Rubygems Rubygems 2.0.10 All All All

Application Rubygems Rubygems 2.0.11 All All All

Application Rubygems Rubygems 2.0.12 All All All

Application Rubygems Rubygems 2.0.13 All All All

Application Rubygems Rubygems 2.0.14 All All All

Application Rubygems Rubygems 2.0.15 All All All

Application Rubygems Rubygems 2.0.16 All All All

Application Rubygems Rubygems 2.0.17 All All All

Application Rubygems Rubygems 2.0.2 All All All

Application Rubygems Rubygems 2.0.3 All All All

Application Rubygems Rubygems 2.0.4 All All All

Application Rubygems Rubygems 2.0.5 All All All

Application Rubygems Rubygems 2.0.6 All All All

Application Rubygems Rubygems 2.0.7 All All All

Application Rubygems Rubygems 2.0.8 All All All
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Application Rubygems Rubygems 2.0.9 All All All

Application Rubygems Rubygems 2.1.0 All All All

Application Rubygems Rubygems 2.1.0.rc.1 All All All

Application Rubygems Rubygems 2.1.0.rc.2 All All All

Application Rubygems Rubygems 2.1.1 All All All

Application Rubygems Rubygems 2.1.10 All All All

Application Rubygems Rubygems 2.1.11 All All All

Application Rubygems Rubygems 2.1.2 All All All

Application Rubygems Rubygems 2.1.3 All All All

Application Rubygems Rubygems 2.1.4 All All All

Application Rubygems Rubygems 2.1.5 All All All

Application Rubygems Rubygems 2.1.6 All All All

Application Rubygems Rubygems 2.1.7 All All All

Application Rubygems Rubygems 2.1.8 All All All

Application Rubygems Rubygems 2.1.9 All All All

Application Rubygems Rubygems 2.2.0 All All All

Application Rubygems Rubygems 2.2.0.preiew.1 All All All

Application Rubygems Rubygems 2.2.0.rc.1 All All All

Application Rubygems Rubygems 2.2.1 All All All

Application Rubygems Rubygems 2.2.2 All All All

Application Rubygems Rubygems 2.2.3 All All All

Application Rubygems Rubygems 2.2.4 All All All

Application Rubygems Rubygems 2.2.5 All All All

Application Rubygems Rubygems 2.3.0 All All All

Application Rubygems Rubygems 2.4.0 All All All

Application Rubygems Rubygems 2.4.1 All All All

Application Rubygems Rubygems 2.4.2 All All All

Application Rubygems Rubygems 2.4.3 All All All

Application Rubygems Rubygems 2.4.4 All All All

Application Rubygems Rubygems 2.4.5 All All All

Application Rubygems Rubygems 2.4.6 All All All

Application Rubygems Rubygems 2.4.7 All All All

Application Rubygems Rubygems 2.4.8 All All All

Application Rubygems Rubygems 2.5.0 All All All

Application Rubygems Rubygems 2.5.1 All All All

Application Rubygems Rubygems 2.5.2 All All All
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Application Rubygems Rubygems 2.5.2 All All All

Application Rubygems Rubygems 2.6.0 All All All

Application Rubygems Rubygems 2.6.1 All All All

Application Rubygems Rubygems 2.6.10 All All All

Application Rubygems Rubygems 2.6.11 All All All

Application Rubygems Rubygems 2.6.12 All All All

Application Rubygems Rubygems 2.6.13 All All All

Application Rubygems Rubygems 2.6.2 All All All

Application Rubygems Rubygems 2.6.3 All All All

Application Rubygems Rubygems 2.6.4 All All All

Application Rubygems Rubygems 2.6.5 All All All

Application Rubygems Rubygems 2.6.6 All All All

Application Rubygems Rubygems 2.6.7 All All All

Application Rubygems Rubygems 2.6.8 All All All

Application Rubygems Rubygems 2.6.9 All All All

Application Rubygems Rubygems 2.0.0 All All All

Application Rubygems Rubygems 2.0.0 preview2 All All

Application Rubygems Rubygems 2.0.0 preview2.1 All All

Application Rubygems Rubygems 2.0.0 preview2.2 All All

Application Rubygems Rubygems 2.0.0 rc1 All All

Application Rubygems Rubygems 2.0.0 rc2 All All

Application Rubygems Rubygems 2.0.1 All All All

Application Rubygems Rubygems 2.0.10 All All All

Application Rubygems Rubygems 2.0.11 All All All

Application Rubygems Rubygems 2.0.12 All All All

Application Rubygems Rubygems 2.0.13 All All All

Application Rubygems Rubygems 2.0.14 All All All

Application Rubygems Rubygems 2.0.15 All All All

Application Rubygems Rubygems 2.0.16 All All All

Application Rubygems Rubygems 2.0.17 All All All

Application Rubygems Rubygems 2.0.2 All All All

Application Rubygems Rubygems 2.0.3 All All All

Application Rubygems Rubygems 2.0.4 All All All

Application Rubygems Rubygems 2.0.5 All All All

Application Rubygems Rubygems 2.0.6 All All All

Application Rubygems Rubygems 2.0.7 All All All
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Application Rubygems Rubygems 2.0.8 All All All

Application Rubygems Rubygems 2.0.9 All All All

Application Rubygems Rubygems 2.1.0 All All All

Application Rubygems Rubygems 2.1.0.rc.1 All All All

Application Rubygems Rubygems 2.1.0.rc.2 All All All

Application Rubygems Rubygems 2.1.1 All All All

Application Rubygems Rubygems 2.1.10 All All All

Application Rubygems Rubygems 2.1.11 All All All

Application Rubygems Rubygems 2.1.2 All All All

Application Rubygems Rubygems 2.1.3 All All All

Application Rubygems Rubygems 2.1.4 All All All

Application Rubygems Rubygems 2.1.5 All All All

Application Rubygems Rubygems 2.1.6 All All All

Application Rubygems Rubygems 2.1.7 All All All

Application Rubygems Rubygems 2.1.8 All All All

Application Rubygems Rubygems 2.1.9 All All All

Application Rubygems Rubygems 2.2.0 All All All

Application Rubygems Rubygems 2.2.0.preiew.1 All All All

Application Rubygems Rubygems 2.2.0.rc.1 All All All

Application Rubygems Rubygems 2.2.1 All All All

Application Rubygems Rubygems 2.2.2 All All All

Application Rubygems Rubygems 2.2.3 All All All

Application Rubygems Rubygems 2.2.4 All All All

Application Rubygems Rubygems 2.2.5 All All All

Application Rubygems Rubygems 2.3.0 All All All

Application Rubygems Rubygems 2.4.0 All All All

Application Rubygems Rubygems 2.4.1 All All All

Application Rubygems Rubygems 2.4.2 All All All

Application Rubygems Rubygems 2.4.3 All All All

Application Rubygems Rubygems 2.4.4 All All All

Application Rubygems Rubygems 2.4.5 All All All

Application Rubygems Rubygems 2.4.6 All All All

Application Rubygems Rubygems 2.4.7 All All All

Application Rubygems Rubygems 2.4.8 All All All

Application Rubygems Rubygems 2.5.0 All All All
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Application Rubygems Rubygems 2.5.1 All All All

Application Rubygems Rubygems 2.5.2 All All All

Application Rubygems Rubygems 2.6.0 All All All

Application Rubygems Rubygems 2.6.1 All All All

Application Rubygems Rubygems 2.6.10 All All All

Application Rubygems Rubygems 2.6.11 All All All

Application Rubygems Rubygems 2.6.12 All All All

Application Rubygems Rubygems 2.6.13 All All All

Application Rubygems Rubygems 2.6.2 All All All

Application Rubygems Rubygems 2.6.3 All All All

Application Rubygems Rubygems 2.6.4 All All All

Application Rubygems Rubygems 2.6.5 All All All

Application Rubygems Rubygems 2.6.6 All All All

Application Rubygems Rubygems 2.6.7 All All All

Application Rubygems Rubygems 2.6.8 All All All

Application Rubygems Rubygems 2.6.9 All All All
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