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Mapbox.js versions 1.x prior to 1.6.5 and 2.x prior to 2.1.7 are vulnerable to a cross-site-scripting attack in certain uncommc

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Mapbox Project Mapbox 1.0.0 All All All
Mapbox Project Mapbox 1.0.1 All All All
Mapbox Project Mapbox 1.0.2 All All All
Mapbox Project Mapbox 1.0.3 All All All
Mapbox Project Mapbox 1.0.4 All All All
Mapbox Project Mapbox 1.1.0 All All All
Mapbox Project Mapbox 1.2.0 All All All
Mapbox Project Mapbox 1.3.0 All All All
Mapbox Project Mapbox 1.3.1 All All All
Mapbox Project Mapbox 1.4.0 All All All
Mapbox Project Mapbox 1.4.1 All All All
Mapbox Project Mapbox 1.4.2 All All All
Mapbox Project Mapbox 1.5.0 All All All
Mapbox Project Mapbox 1.5.1 All All All
Mapbox Project Mapbox 1.5.2 All All All
Mapbox Project Mapbox 1.6.0 All All All
Mapbox Project Mapbox 1.6.0 beta All All


https://cve.report/
https://cve.report/CVE-2017-1000042/mitre
https://cve.report/CVE-2017-1000042/nist
https://cve.report/CVE-2017-1000042/cve_org
https://cve.report/api/cve/CVE-2017-1000042.json
https://cve.report/CVE-2017-1000042.pdf
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project
Mapbox Project

Mapbox Project

Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox
Mapbox

Mapbox

1.6.0

1.6.1

1.6.2

1.6.2

1.6.4

2.0.0

2.0.0

2.0.0

2.0.1

1.0.0

1.0.1

1.0.2

1.0.3

1.0.4

1.2.0

1.3.0

1.3.1

1.4.0

1.4.1

1.4.2

1.5.0

1.5.1

1.5.2

1.6.0

1.6.0

1.6.0

1.6.1

beta0

All

All

betal

All

All

beta0

betal

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

beta

beta0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox
http://cve.report/vendor/mapbox_project
http://cve.report/software/mapbox_project/mapbox

Application Mapbox Project Mapbox 1.6.2 All All All
Application Mapbox Project Mapbox 1.6.2 betal All All
Application Mapbox Project Mapbox 1.6.4 All All All
Application Mapbox Project Mapbox 2.0.0 All All All
Application Mapbox Project Mapbox 2.0.0 betal All All
Application Mapbox Project Mapbox 2.0.0 betal All All
Application Mapbox Project Mapbox 2.0.1 All All All
Application Mapbox Project Mapbox 2.1.0 All All All
Application Mapbox Project Mapbox 211 All All All
Application Mapbox Project Mapbox 2.1.2 All All All
Application Mapbox Project Mapbox 213 All All All
Application Mapbox Project Mapbox 2.1.4 All All All
Application Mapbox Project Mapbox 215 All All All
Application Mapbox Project Mapbox 2.1.6 All All All
Reference Source Link Tags
nodesecurity.io -&nbspnodesecurity Resources and Information. CONFIRM  nodesecurity.io Third Party Advisory
HackerOne MISC hackerone.com Exploit, Third Party Advisory
CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980904 Nodejs (npm) Security Update for mapbox.js (GHSA-qr28-7j6p-9hmv)
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