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CVE CVE-2017-1000082
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-07 17:29:00 UTC
Updated 2022-01-31 18:22:00 UTC
Description systemd v233 and earlier fails to safely parse usernames starting with a numeric digit (e.g. "0day"), running the service in q

/ |

1|

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Freedesktop Systemd All All All All
Application Systemd Project Systemd All All All All

References

Reference

systemd can't handle the process previlege that belongs to user name startswith number, such as Oday - Issue #6237 - systemd/systemd - Git
oss-security - systemd fails to parse user that should run service

systemd CVE-2017-1000082 Local Privilege Escalation Vulnerability

systemd Username Validation Flaw Lets Local Users Start Services With Higher Privileges Than Expected - Security Tracker

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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