CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-201/7-1000083

MITRE NVD CVE.ORG Print: PDF %5

CVE-2017-1000083

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2017-09-05 06:29:00 UTC

2019-10-03 00:03:00 UTC

backend/comics/comics-document.c (aka the comic book backend) in GNOME Evince before 3.24.1 allows remote attackel
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Gnome Evince All All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server 7.4 All All All
Redhat Enterprise Linux Server 7.5 All All All
Redhat Enterprise Linux Server 7.6 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server 7.4 All All All
Redhat Enterprise Linux Server 7.5 All All All
Redhat Enterprise Linux Server 7.6 All All All
Redhat Enterprise Linux Server Aus 7.4 All All All
Redhat Enterprise Linux Server Aus 7.6 All All All
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Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.4 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.4 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Reference Source Link Tags
Bug 784630 — (CVE-2017-1000083) Evince command injection vulnerability in CBT handler MISC bugzilla.gnome.org Issue
Evince Comic Book Backend CVE-2017-1000083 Command Injection Vulnerability BID www.securityfocus.com  Thirc
comics: Remove support for tar and tar-like commands - GNOME/evince@717df38 - GitHub  MISC github.com Issue
oss-sec: CVE-2017-1000083: evince: Command injection vulnerability in CBT handler MISC seclists.org Maili
Red Hat Customer Portal REDHAT access.redhat.com Thirc
Evince - CBT File Command Injection (Metasploit) - Linux local Exploit EXPLOIT-DB  www.exploit-db.com Explc
Debian -- Security Information -- DSA-3911-1 evince DEBIAN www.debian.org Thirc
Evince 3.24.0 - Command Injection - Linux dos Exploit EXPLOIT-DB  www.exploit-db.com Explc
CVE Program record CVE.ORG Www.cve.org cano
NVD vulnerability detail NVD nvd.nist.gov cano
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500881 Alpine Linux Security Update for evince

504714 Alpine Linux Security Update for evince
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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