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Summary

CVE CVE-2017-1000086

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-05 01:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description The Periodic Backup Plugin did not perform any permission checks, allowing any user with Overall/Read access to change its settings, trigger backups, restore backups, download backups, and also delete all previous backups via log rotation. Additionally, the plugin was not requiring requests to its API be sent via POST, thereby opening itself to Cross-Site Request Forgery attacks.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jenkins Periodic Backup 1.0 All All All

Application Jenkins Periodic Backup 1.1 All All All

Application Jenkins Periodic Backup 1.2 All All All

Application Jenkins Periodic Backup 1.3 All All All

Application Jenkins Periodic Backup 1.4 All All All

Application Jenkins Periodic Backup 1.0 All All All

Application Jenkins Periodic Backup 1.1 All All All

Application Jenkins Periodic Backup 1.2 All All All

Application Jenkins Periodic Backup 1.3 All All All

Application Jenkins Periodic Backup 1.4 All All All

References

Reference Source Link Tags

Jenkins Security Advisory 2017-07-10 CONFIRM jenkins.io Vendor Advisory

Jenkins Periodic Backup Plugin CVE-2017-1000086 Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2017-1000086/mitre
https://cve.report/CVE-2017-1000086/nist
https://cve.report/CVE-2017-1000086/cve_org
https://cve.report/api/cve/CVE-2017-1000086.json
https://cve.report/CVE-2017-1000086.pdf
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/periodic_backup
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/periodic_backup
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/periodic_backup
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/periodic_backup
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/periodic_backup
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/periodic_backup
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/periodic_backup
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/periodic_backup
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/periodic_backup
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/periodic_backup
https://jenkins.io/security/advisory/2017-07-10/
http://www.securityfocus.com/bid/100437
https://www.cve.org/CVERecord?id=CVE-2017-1000086
https://nvd.nist.gov/vuln/detail/CVE-2017-1000086


No vendor comments have been submitted for this CVE.
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