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Summary

CVE CVE-2017-1000098

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-05 01:29:00 UTC

Updated 2023-11-07 02:37:00 UTC

Description The net/http package's Request.ParseMultipartForm method starts writing to temporary files once the request body size surpasses the given "maxMemory" limit. It was possible for an attacker to generate a multipart request crafted such that the server ran out of file descriptors.

Risk And Classification

Problem Types: CWE-769

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Golang Go All All All All

Application Golang Go 1.6.3 All All All

Application Golang Go 1.7.3 All All All

Application Golang Go 1.6.3 All All All

Application Golang Go 1.7.3 All All All

References

Reference Source Link Tags

golang.org/cl/30410 CONFIRM golang.org Issue Tracking, Patch, Vendor Advisory

Google Groups groups.google.com

Google Groups CONFIRM groups.google.com

net/http: backport "multipart ReadForm close file after copy" to 1.7 · Issue #17965 · golang/go · GitHub CONFIRM golang.org Issue Tracking, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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