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CVE CVE-2017-1000112
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2017-10-05 01:29:00 UTC
Updated 2023-06-07 12:46:00 UTC
Description Linux kernel: Exploitable memory corruption due to UFO to non-UFO path switch. When building a UFO packet with MSG_|

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel All All All All

References

Reference Source
Linux Kernel - UDP Fragmentation Offset 'UFQO' Privilege Escalation (Metasploit) - Linux local Exploit EXPLOIT-DB
Red Hat Customer Portal REDHAT

Linux Kernel UDP Fragmentation Offload Race Condition Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK

Malformed Request BID

Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
kernel-exploits/CVE-2017-1000112 at master - xairy/kernel-exploits - GitHub MISC
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
Debian -- Security Information -- DSA-3981-1 linux DEBIAN

Red Hat Customer Portal REDHAT
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http://www.securitytracker.com/id/1039162
http://www.securityfocus.com/bid/100262
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https://github.com/xairy/kernel-exploits/tree/master/CVE-2017-1000112
https://access.redhat.com/errata/RHSA-2019:4159
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http://www.debian.org/security/2017/dsa-3981
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oss-sec: Linux kernel: CVE-2017-1000112: Exploitable memory corruption due to UFO to non-UFO path switch MLIST seclis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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