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picoTCP (versions 1.7.0 - 1.5.0) is vulnerable to stack buffer overflow resulting in code execution or denial of service attack
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

References

Vendor Product Version Update Edition Language
Altran Picotcp 1.5.0 All All All
Altran Picotcp 1.5.1 All All All
Altran Picotcp 1.6.0 All All All
Altran Picotcp 1.6.1 All All All
Altran Picotcp 1.6.2 All All All
Altran Picotcp 1.7.0 All All All
Altran Picotcp 1.5.0 All All All
Altran Picotcp 1.51 All All All
Altran Picotcp 1.6.0 All All All
Altran Picotcp 1.6.1 All All All
Altran Picotcp 1.6.2 All All All
Altran Picotcp 1.7.0 All All All

Reference

Source Link

Fixed stack overflow in pico_dns_decompress_name by shachy12 - Pull Request #473 - tass-belgium/picotcp - GitHub ~ CONFIRM  github.c
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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