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Summary

CVE CVE-2017-1000243

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-01 13:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Jenkins Favorite Plugin 2.1.4 and older does not perform permission checks when changing favorite status, allowing any user to set any other user's favorites

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jenkins Favorite Plugin All All All All

References

Reference Source Link Tags

Jenkins Favorite Plugin CVE-2017-1000243 Security Bypass Vulnerability BID www.securityfocus.com

Jenkins Security Advisory 2017-06-06 CONFIRM jenkins.io Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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