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Summary

CVE CVE-2017-1000251

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-12 17:29:00 UTC

Updated 2023-01-19 15:53:00 UTC

Description The native Bluetooth stack in the Linux Kernel (BlueZ), starting at the Linux kernel version 2.6.32 and up to and including 4.13.1, are vulnerable to a stack overflow vulnerability in the processing of L2CAP configuration responses resulting in Remote code execution in kernel space.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Linux Linux Kernel - All All All

Operating System Linux Linux Kernel - All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Application Nvidia Jetson Tk1 r21 All All All

Application Nvidia Jetson Tk1 r24 All All All

Application Nvidia Jetson Tk1 r21 All All All

Application Nvidia Jetson Tk1 r24 All All All

Application Nvidia Jetson Tx1 r21 All All All

Application Nvidia Jetson Tx1 r24 All All All

Application Nvidia Jetson Tx1 r21 All All All

Application Nvidia Jetson Tx1 r24 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All
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Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 6.2 All All All

Operating System Redhat Enterprise Linux Server Aus 6.4 All All All

Operating System Redhat Enterprise Linux Server Aus 6.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.2 All All All

Operating System Redhat Enterprise Linux Server Aus 7.3 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Aus 6.2 All All All

Operating System Redhat Enterprise Linux Server Aus 6.4 All All All

Operating System Redhat Enterprise Linux Server Aus 6.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.2 All All All

Operating System Redhat Enterprise Linux Server Aus 7.3 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Eus 6.7 All All All

Operating System Redhat Enterprise Linux Server Eus 7.2 All All All

Operating System Redhat Enterprise Linux Server Eus 7.3 All All All

Operating System Redhat Enterprise Linux Server Eus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server Eus 6.7 All All All

Operating System Redhat Enterprise Linux Server Eus 7.2 All All All

Operating System Redhat Enterprise Linux Server Eus 7.3 All All All

Operating System Redhat Enterprise Linux Server Eus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All
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Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 6.5 All All All

Operating System Redhat Enterprise Linux Server Tus 6.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.2 All All All

Operating System Redhat Enterprise Linux Server Tus 7.3 All All All

Operating System Redhat Enterprise Linux Server Tus 7.4 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 6.5 All All All

Operating System Redhat Enterprise Linux Server Tus 6.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.2 All All All

Operating System Redhat Enterprise Linux Server Tus 7.3 All All All

Operating System Redhat Enterprise Linux Server Tus 7.4 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference Source

Linux Kernel < 4.13.1 - BlueTooth Buffer Overflow (PoC) EXPLOIT-DB

Red Hat Customer Portal REDHAT

Vulnerability Note VU#240311 - Multiple Bluetooth implementation vulnerabilities affect many devices CERT-VN

Security Bulletin: NVIDIA Tegra Jetson L4T contains multiple vulnerabilities; updates for “BlueBorne” and “Dnsmasq”. | NVIDIA CONFIRM

Blueborne - Linux Kernel Remote Denial of Service in Bluetooth subsystem - CVE-2017-1000251 - Red Hat Customer Portal CONFIRM

Red Hat Customer Portal REDHAT

BlueBorne Information from the Research Team - Armis Labs MISC

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

Bluetooth: Add configuration support for ERTM and Streaming mode · torvalds/linux@f2fcfcd · GitHub MISC

Linux Kernel Bluetooth Subsystem CVE-2017-1000251 Stack Based Buffer Overflow Vulnerability BID
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Red Hat Customer Portal REDHAT

Synology-SA-17:52 BlueBorne | Synology Inc. CONFIRM

Linux Kernel Stack Overflow in Bluetooth Stack Lets Remote Users on the Wireless Network Execute Arbitrary Code - SecurityTracker SECTRACK

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

Debian -- Security Information -- DSA-3981-1 linux DEBIAN

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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