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PUBLIC
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libcurl may read outside of a heap allocated buffer when doing FTP. When libcurl connects to an FTP server and successfu
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Application
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Application
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Application
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Application

Application

Vendor Product Version Update Edition Language
Haxx Libcurl 7.10 All All All
Haxx Libcurl 7.10.1 All All All
Haxx Libcurl 7.10.2 All All All
Haxx Libcurl 7.10.3 All All All
Haxx Libcurl 7.10.4 All All All
Haxx Libeurl 7.10.5 All All All
Haxx Libcurl 7.10.6 All All All
Haxx Libcurl 7.10.7 All All All
Haxx Libcurl 7.10.8 All All All
Haxx Libcurl 7.11.0 All All All
Haxx Libcurl 7114 All All All
Haxx Libcurl 7.11.2 All All All
Haxx Libcurl 7.12.0 All All All
Haxx Libcurl 7121 All All All
Haxx Libcurl 7122 All All All
Haxx Libcurl 7.12.3 All All All
Haxx Libcurl 7.13.0 All All All
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curl: page not found

Pony Mail!
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libcurl FTP PWD Response Processing Buffer Overread Lets Remote Users Deny Service - Security Tracker

Curl CVE-2017-1000254 Out of Bounds Read Denial of Service Vulnerability

Red Hat Customer Portal

About the security content of macOS High Sierra 10.13.2, Security Update 2017-002 Sierra, and Security Update 2017-005 EI Capitan - Apple
cURL: Multiple vulnerabilities (GLSA 201712-04) — Gentoo security

curl - FTP PWD response parser out of bounds read

Pony Mail!

[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
Debian -- Security Information -- DSA-3992-1 curl

CVE Program record

NVD vulnerability detail

N S e |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710458 Gentoo Linux cURL Multiple Vulnerabilities (GLSA 201712-04)
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