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Summary

CVE CVE-2017-1000363

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-17 13:18:00 UTC

Updated 2023-01-17 21:03:00 UTC

Description Linux drivers/char/lp.c Out-of-Bounds Write. Due to a missing bounds check, and the fact that parport_ptr integer is static, a 'secure boot' kernel command line adversary (can happen due to bootloader vulns, e.g. Google Nexus 6's CVE-2016-10277, where due to a vulnerability the adversary has partial control over the command line) can overflow the parport_nr array in the following code, by appending many (>LP_NO) 'lp=none' arguments to the command line.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 4.12 rc1 All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 4.12 rc1 All All

References

Reference Source Link Tags

[CVE-2017-1000363] Linux lp.c Out-of-Bounds Write via Kernel Command-line MISC alephsecurity.com Third Party Advisory

Debian -- Security Information -- DSA-3945-1 linux DEBIAN www.debian.org Third Party Advisory

Linux Kernel CVE-2017-1000363 Integer Overflow Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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