MITRE

CVE-2017-1000369

NVD CVE.ORG

JSON API

Print: PDF 1)

CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2017-1000369
PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
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Exim supports the use of multiple "-p" command line arguments which are malloc()'ed and never free()'ed, used in conjunct
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Problem Types: CWE-404
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Application Exim Exim 4.89 rcé All All
Application Exim Exim 4.89 rc7 All All
Application Exim Exim 4.88 - All All
Application Exim Exim 4.88 rcl All All
Application Exim Exim 4.88 rc2 All All
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Reference Source Link
CVE-2017-1000369 - Red Hat Customer Portal CONFIRM access.redhat.com
Exim Memory Leak Lets Local Users Gain Elevated Privileges in Certain Cases - SecurityTracker SECTRACK www.securitytracker.com
Cleanup (prevent repeated use of -p/-oMr to avoid mem leak) - Exim/exim@65e061b - GitHub MISC github.com

Debian -- Security Information -- DSA-3888-1 exim4 DEBIAN www.debian.org
Exim CVE-2017-1000369 Local Privilege Escalation Vulnerability BID www.securityfocus.com
Exim: Local privilege escalation (GLSA 201709-19) — Gentoo security GENTOO security.gentoo.org
www.qualys.com/2017/06/19/stack-clash/stack-clash.txt MISC www.qualys.com
CVE Program record CVE.ORG WWWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500884 Alpine Linux Security Update for exim
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504717 Alpine Linux Security Update for exim
710427 Gentoo Linux Exim Local privilege escalation Vulnerability (GLSA 201709-19)

750227 OpenSUSE Security Update for exim (openSUSE-SU-2021:0677-1)
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