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Summary

CVE CVE-2017-1000405

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-30 22:29:00 UTC

Updated 2023-06-26 16:55:00 UTC

Description The Linux Kernel versions 2.6.38 through 4.14 have a problematic use of pmd_mkdirty() in the touch_pmd() function inside the THP implementation. touch_pmd() can be reached by get_user_pages(). In such case, the pmd will become dirty. This scenario breaks the new can_follow_write_pmd()'s logic - pmd can become dirty without going through a COW cycle. This bug is not as severe as the original "Dirty cow" because an ext4 file (or any other regular file) cannot be mapped using THP. Nevertheless, it does allow us to overwrite read-only huge pages. For example, the zero huge page and sealed shmem files can be overwritten (since their mapping can be populated using THP). Note that after the first write page-fault to the zero page, it will be replaced with a new fresh (and zeroed) thp.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

References

Reference Source

Red Hat Customer Portal REDHAT

“Huge Dirty COW” (CVE-2017–1000405) – Bindecy – Medium MISC

Linux Kernel - 'The Huge Dirty Cow' Overwriting The Huge Zero Page EXPLOIT-DB

Pixel&hairsp;/&hairsp;Nexus Security Bulletin—February 2018  |  Android Open Source Project CONFIRM

Linux Kernel CVE-2017-1000405 Local Race Condition Vulnerability BID

Linux Kernel Copy-on-Write Memory Management Race Condition May Let Local Users Obtain Elevated Privileges - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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