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CVE CVE-2017-1000409
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2018-02-01 04:29:00 UTC
Updated 2019-04-04 11:29:00 UTC

Description A buffer overflow in glibc 2.5 (released on September 29, 2006) and can be triggered through the LD_LIBRARY_PATH env
i

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Glibc 2.5 All All All

Application Gnu Glibc 25 All All All

Reference Source Link Tag

GNU C Library Dynamic Loader glibc Id.so - Memory Leak / Buffer Overflow - Linux local Exploit EXPLOIT-DB  www.exploit-db.com  Exp

oss-sec: Qualys Security Advisory - Buffer overflow in glibc's Id.so MLIST seclists.org Exp
February 2018 GNU C Library Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org can
NVD vulnerability detail NVD nvd.nist.gov can

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

6000511 Debian Security Update for glibc (CVE-2017-1000409,CVE-2017-1000366)


https://cve.report/
https://cve.report/CVE-2017-1000409/mitre
https://cve.report/CVE-2017-1000409/nist
https://cve.report/CVE-2017-1000409/cve_org
https://cve.report/CVE-2017-1000409.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/glibc
http://cve.report/vendor/gnu
http://cve.report/software/gnu/glibc
https://www.exploit-db.com/exploits/43331/
http://seclists.org/oss-sec/2017/q4/385
https://security.netapp.com/advisory/ntap-20190404-0003/
https://www.cve.org/CVERecord?id=CVE-2017-1000409
https://nvd.nist.gov/vuln/detail/CVE-2017-1000409
http://cve.report/qid/6000511
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