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Summary

CVE CVE-2017-1000411

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-31 14:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description OpenFlow Plugin and OpenDayLight Controller versions Nitrogen, Carbon, Boron, Robert Varga, Anil Vishnoi contain a flaw when multiple 'expired' flows take up the memory resource of CONFIG DATASTORE which leads to CONTROLLER shutdown. If multiple different flows with 'idle-timeout' and 'hard-timeout' are sent to the Openflow Plugin REST API, the expired flows will eventually crash the controller once its resource allocations set with the JVM size are exceeded. Although the installed flows (with timeout set) are removed from network (and thus also from controller's operations DS), the expired entries are still present in CONFIG DS. The attack can originate both from NORTH or SOUTH. The above description is for a north bound attack. A south bound attack can originate when an attacker attempts a flow flooding attack and since flows come with timeouts, the attack is not successful. However, the attacker will now be successful in CONTROLLER overflow attack (resource consumption). Although, the network (actual flow tables) and operational DS are only (~)1% occupied, the controller requests for resource consumption. This happens because the installed flows get removed from the network upon timeout.

Risk And Classification

Problem Types: CWE-404

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opendaylight Opendaylight boron All All All

Application Opendaylight Opendaylight carbon All All All

Application Opendaylight Opendaylight nitrogen All All All

Application Opendaylight Opendaylight boron All All All

Application Opendaylight Opendaylight carbon All All All

Application Opendaylight Opendaylight nitrogen All All All

Application Opendaylight Openflow boron All All All

Application Opendaylight Openflow carbon All All All

Application Opendaylight Openflow nitrogen All All All

Application Opendaylight Openflow boron All All All

Application Opendaylight Openflow carbon All All All

Application Opendaylight Openflow nitrogen All All All

References

Reference Source Link

oss-sec: opendaylight-advisory: Multiple "expired" flows consume the memory resource of CONFIG DS MLIST seclists.org

OpenDaylight OpenFlow Plugin and Controller Multiple Denial of Service Vulnerabilities BID www.securityfocus.com
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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