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CVE CVE-2017-1000427

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-02 23:29:00 UTC

Updated 2023-11-07 02:37:00 UTC

Description marked version 0.3.6 and earlier is vulnerable to an XSS attack in the data: URI parser.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Marked Project Marked All All All All

References

Reference Source Link Tags
[SECURITY] Fedora 31 Update: marked-1.1.0-3.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 32 Update: marked-1.1.0-3.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Cross-site Scripting (XSS) in marked | Snyk MISC snyk.io Explc
[SECURITY] Fedora 31 Update: marked-1.1.0-3.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 32 Update: marked-1.1.0-3.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org cano
NVD vulnerability detail NVD nvd.nist.gov cano
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981224 Nodejs (npm) Security Update for marked (GHSA-7px7-7xjx-hxm8)



https://cve.report/
https://cve.report/CVE-2017-1000427/mitre
https://cve.report/CVE-2017-1000427/nist
https://cve.report/CVE-2017-1000427/cve_org
https://cve.report/api/cve/CVE-2017-1000427.json
https://cve.report/CVE-2017-1000427.pdf
http://cve.report/vendor/marked_project
http://cve.report/software/marked_project/marked
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/M6BJG6RGDH7ZWVVAUFBFI5L32RSMQN2S/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/BO2RMVVZVV6NFTU46B5RYRK7ZCXYARZS/
https://snyk.io/vuln/npm:marked:20170112
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/M6BJG6RGDH7ZWVVAUFBFI5L32RSMQN2S/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/BO2RMVVZVV6NFTU46B5RYRK7ZCXYARZS/
https://www.cve.org/CVERecord?id=CVE-2017-1000427
https://nvd.nist.gov/vuln/detail/CVE-2017-1000427
http://cve.report/qid/981224
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