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Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Plone from Plone contain the following vulnerability:

By linking to a specific url in Plone 2.5-5.1rc1 with a parameter, an
attacker could send you to his own website. On its own this is not so
bad: the attacker could more easily link directly to his own website
instead. But in combination with another attack, you could be sent to
the Plone login form and login, then get redirected to the specific url,
and then get a second redirect to the attacker website. (The specific url

can be seen by inspecting the hotfix code, but we don't want to make it too easy for attackers
by spelling it out here.)

CVSS3 Score: 6.1 - MEDIUM

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK LOW NONE REQUIRED

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

CHANGED LOW LOW NONE

CVSS2 Score: 5.8 - MEDIUM

Access
Vector

Access
Complexity

Authentication

NETWORK MEDIUM NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

PARTIAL PARTIAL NONE

CVE References

Description Tags Link

An open redirection when calling a specific url. — Plone: Enterprise Level Vendor Advisory  CONFIRM

CVE-2017-1000484 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as MEDIUM  severity.
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An open redirection when calling a specific url. — Plone: Enterprise Level
CMS - Free and OpenSource - Community Driven - Secure

Vendor Advisory

plone.org

text/html

 CONFIRM
plone.org/security/hotfix/20171128/an-open-
redirection-when-calling-a-specific-url

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

980775 Python (pip) Security Update for plone (GHSA-xvwv-6wvx-px9x)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Plone Plone 2.5.5 All All All

Application Plone Plone 3.3 All All All

Application Plone Plone 3.3.1 All All All

Application Plone Plone 3.3.2 All All All

Application Plone Plone 3.3.3 All All All

Application Plone Plone 3.3.4 All All All

Application Plone Plone 3.3.5 All All All

Application Plone Plone 3.3.6 All All All

Application Plone Plone 4.0 All All All

Application Plone Plone 4.0.1 All All All

Application Plone Plone 4.0.10 All All All

Application Plone Plone 4.0.2 All All All

Application Plone Plone 4.0.3 All All All

Application Plone Plone 4.0.4 All All All

Application Plone Plone 4.0.5 All All All

Application Plone Plone 4.0.7 All All All

Application Plone Plone 4.0.8 All All All

Application Plone Plone 4.0.9 All All All

Application Plone Plone 4.1 All All All

Application Plone Plone 4.1.1 All All All

Application Plone Plone 4.1.2 All All All

Application Plone Plone 4.1.3 All All All

Application Plone Plone 4.1.4 All All All

Application Plone Plone 4.1.5 All All All

Application Plone Plone 4.1.6 All All All
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Application Plone Plone 4.2 All All All

Application Plone Plone 4.2.1 All All All

Application Plone Plone 4.2.2 All All All

Application Plone Plone 4.2.3 All All All

Application Plone Plone 4.2.4 All All All

Application Plone Plone 4.2.5 All All All

Application Plone Plone 4.2.6 All All All

Application Plone Plone 4.2.7 All All All

Application Plone Plone 4.3 All All All

Application Plone Plone 4.3.1 All All All

Application Plone Plone 4.3.10 All All All

Application Plone Plone 4.3.11 All All All

Application Plone Plone 4.3.12 All All All

Application Plone Plone 4.3.14 All All All

Application Plone Plone 4.3.15 All All All

Application Plone Plone 4.3.2 All All All

Application Plone Plone 4.3.3 All All All

Application Plone Plone 4.3.4 All All All

Application Plone Plone 4.3.5 All All All

Application Plone Plone 4.3.6 All All All

Application Plone Plone 4.3.7 All All All

Application Plone Plone 4.3.8 All All All

Application Plone Plone 4.3.9 All All All

Application Plone Plone 5.0 All All All

Application Plone Plone 5.0 rc1 All All

Application Plone Plone 5.0 rc2 All All

Application Plone Plone 5.0 rc3 All All

Application Plone Plone 5.0.1 All All All

Application Plone Plone 5.0.2 All All All

Application Plone Plone 5.0.3 All All All

Application Plone Plone 5.0.4 All All All

Application Plone Plone 5.0.5 All All All

Application Plone Plone 5.0.6 All All All

Application Plone Plone 5.0.7 All All All

Application Plone Plone 5.0.8 All All All

Application Plone Plone 5.0.9 All All All
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Application Plone Plone 5.0.9 All All All

Application Plone Plone 5.1 a1 All All

Application Plone Plone 5.1 a2 All All

Application Plone Plone 5.1 b2 All All

Application Plone Plone 5.1 b3 All All

Application Plone Plone 5.1 b4 All All

Application Plone Plone 5.1 rc1 All All

Application Plone Plone 2.5.5 All All All

Application Plone Plone 3.3 All All All

Application Plone Plone 3.3.1 All All All

Application Plone Plone 3.3.2 All All All

Application Plone Plone 3.3.3 All All All

Application Plone Plone 3.3.4 All All All

Application Plone Plone 3.3.5 All All All

Application Plone Plone 3.3.6 All All All

Application Plone Plone 4.0 All All All

Application Plone Plone 4.0.1 All All All

Application Plone Plone 4.0.10 All All All

Application Plone Plone 4.0.2 All All All

Application Plone Plone 4.0.3 All All All

Application Plone Plone 4.0.4 All All All

Application Plone Plone 4.0.5 All All All

Application Plone Plone 4.0.7 All All All

Application Plone Plone 4.0.8 All All All

Application Plone Plone 4.0.9 All All All

Application Plone Plone 4.1 All All All

Application Plone Plone 4.1.1 All All All

Application Plone Plone 4.1.2 All All All

Application Plone Plone 4.1.3 All All All

Application Plone Plone 4.1.4 All All All

Application Plone Plone 4.1.5 All All All

Application Plone Plone 4.1.6 All All All

Application Plone Plone 4.2 All All All

Application Plone Plone 4.2.1 All All All

Application Plone Plone 4.2.2 All All All

Application Plone Plone 4.2.3 All All All
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Application Plone Plone 4.2.4 All All All

Application Plone Plone 4.2.5 All All All

Application Plone Plone 4.2.6 All All All

Application Plone Plone 4.2.7 All All All

Application Plone Plone 4.3 All All All

Application Plone Plone 4.3.1 All All All

Application Plone Plone 4.3.10 All All All

Application Plone Plone 4.3.11 All All All

Application Plone Plone 4.3.12 All All All

Application Plone Plone 4.3.14 All All All

Application Plone Plone 4.3.15 All All All

Application Plone Plone 4.3.2 All All All

Application Plone Plone 4.3.3 All All All

Application Plone Plone 4.3.4 All All All

Application Plone Plone 4.3.5 All All All

Application Plone Plone 4.3.6 All All All

Application Plone Plone 4.3.7 All All All

Application Plone Plone 4.3.8 All All All

Application Plone Plone 4.3.9 All All All

Application Plone Plone 5.0 All All All

Application Plone Plone 5.0 rc1 All All

Application Plone Plone 5.0 rc2 All All

Application Plone Plone 5.0 rc3 All All

Application Plone Plone 5.0.1 All All All

Application Plone Plone 5.0.2 All All All

Application Plone Plone 5.0.3 All All All

Application Plone Plone 5.0.4 All All All

Application Plone Plone 5.0.5 All All All

Application Plone Plone 5.0.6 All All All

Application Plone Plone 5.0.7 All All All

Application Plone Plone 5.0.8 All All All

Application Plone Plone 5.0.9 All All All

Application Plone Plone 5.1 a1 All All

Application Plone Plone 5.1 a2 All All

Application Plone Plone 5.1 b2 All All
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Application Plone Plone 5.1 b3 All All

Application Plone Plone 5.1 b4 All All

Application Plone Plone 5.1 rc1 All All

cpe:2.3:a:plone:plone:2.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2:*:*:*:*:*:*:*:
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cpe:2.3:a:plone:plone:4.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.7:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.10:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.11:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.12:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.14:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.15:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.7:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.8:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.9:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0:rc3:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.3:*:*:*:*:*:*:*:



cpe:2.3:a:plone:plone:5.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:a1:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:a2:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:b2:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:b3:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:b4:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:rc1:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:2.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:3.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.7:*:*:*:*:*:*:*:



cpe:2.3:a:plone:plone:4.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.2.7:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.10:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.11:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.12:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.14:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.15:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.5:*:*:*:*:*:*:*:



← Previous ID Next ID→
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cpe:2.3:a:plone:plone:4.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.7:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.8:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:4.3.9:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0:rc3:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:a1:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:a2:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:b2:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:b3:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:b4:*:*:*:*:*:*:

cpe:2.3:a:plone:plone:5.1:rc1:*:*:*:*:*:*:
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