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Summary

CVE CVE-2017-1000487

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-03 20:29:00 UTC

Updated 2023-11-07 02:37:00 UTC

Description Plexus-utils before 3.0.16 is vulnerable to command injection because it does not correctly process the contents of double quoted strings.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Plexus-utils Project Plexus-utils All All All All

Application Plexus-utils Project Plexus-utils All All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT access.redhat.com

Pony Mail! lists.apache.org

[SECURITY] [DLA 1236-1] plexus-utils security update MLIST lists.debian.org

[PLXUTILS-161] Commandline shell injection problems · codehaus-plexus/plexus-utils@b38a1b3 · GitHub CONFIRM github.com

[SECURITY] [DLA 1237-1] plexus-utils2 security update MLIST lists.debian.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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