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Summary

CVE CVE-2017-1000493

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-03 01:29:00 UTC

Updated 2019-05-01 20:06:00 UTC

Description Rocket.Chat Server version 0.59 and prior is vulnerable to a NoSQL injection leading to administrator account takeover

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rocket.chat Rocket.chat All All All All

References

Reference

Steeve Barbeau's blog: NoSQL injection leading to administrator account takeover in Rocket.Chat (0.57.3, 0.58.3 and below)

[FIX] Duplicate code in rest api letting in a few bugs with the rest api by graywolf336 · Pull Request #8408 · RocketChat/Rocket.Chat · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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