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Summary

CVE CVE-2017-1002201

State PUBLIC

Assigner cve-assign@distributedweaknessfiling.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-15 18:15:00 UTC

Updated 2022-04-05 20:53:00 UTC

Description In haml versions prior to version 5.0.0.beta.2, when using user input to perform tasks on the server, characters like < > " ' must be escaped properly. In this case, the ' character was missed. An attacker can manipulate the input to introduce additional attributes, potentially executing code.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Haml Haml All All All All

Application Haml Haml 5.0.0 - All All

Application Haml Haml All All All All

Application Haml Haml 5.0.0 - All All

References

Reference Source Link Tags

Always escape `'` in Haml::Helpers.#html_escape. · haml/haml@18576ae · GitHub MISC github.com Patch

Haml: Arbitrary code execution (GLSA 202007-27) — Gentoo security GENTOO security.gentoo.org

[SECURITY] [DLA 1986-1] ruby-haml security update MLIST lists.debian.org

Cross-site Scripting (XSS) in haml | Snyk CONFIRM snyk.io Exploit, Patch, Third Party Advisory

[SECURITY] [DLA 2864-1] ruby-haml security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.
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