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Summary

CVE CVE-2017-10033

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-19 17:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Vulnerability in the Oracle WebCenter Sites component of Oracle Fusion Middleware (subcomponent: Support Tools). Supported versions that are affected are 11.1.1.8.0 and 12.2.1.2.0. Difficult to exploit vulnerability allows unauthenticated attacker with logon to the infrastructure where Oracle WebCenter Sites executes to compromise Oracle WebCenter Sites. Successful attacks of this vulnerability can result in unauthorized update, insert or delete access to some of Oracle WebCenter Sites accessible data as well as unauthorized read access to a subset of Oracle WebCenter Sites accessible data. Note: Please refer to Doc ID <a href="http://support.oracle.com/CSP/main/article?cmd=show&type=NOT&id=2318213.1">My Oracle Support Note 2318213.1 for instructions on how to address this issue. CVSS 3.0 Base Score 4.0 (Confidentiality and Integrity impacts). CVSS Vector: (CVSS:3.0/AV:L/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:N).

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Webcenter Sites 11.1.1.8.0 All All All

Application Oracle Webcenter Sites 12.2.1.2.0 All All All

Application Oracle Webcenter Sites 11.1.1.8.0 All All All

Application Oracle Webcenter Sites 12.2.1.2.0 All All All

References

Reference

Oracle WebCenter Sites CVE-2017-10033 Local Security Vulnerability

Oracle Fusion Middleware Multiple Flaws Let Remote Authentacated Users Gain Elevated Privileges, Remote and Local Users Access and Modify Data, and Local Users Deny Service - SecurityTracker

Oracle WebCenter FatWire Content Server < 7 - Improper Access Control - Linux webapps Exploit

Oracle Critical Patch Update - October 2017

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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