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Summary

CVE CVE-2017-10379

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-19 17:29:00 UTC

Updated 2022-07-19 17:09:00 UTC

Description Vulnerability in the MySQL Server component of Oracle MySQL (subcomponent: Client programs). Supported versions that are affected are 5.5.57 and earlier, 5.6.37 and earlier and 5.7.19 and earlier. Easily exploitable vulnerability allows low privileged attacker with network access via multiple protocols to compromise MySQL Server. Successful attacks of this vulnerability can result in unauthorized access to critical data or complete access to all MySQL Server accessible data. CVSS 3.0 Base Score 6.5 (Confidentiality impacts). CVSS Vector: (CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N).

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Application Mariadb Mariadb All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Oncommand Balance - All All All

Application Netapp Oncommand Insight - All All All

Application Netapp Oncommand Performance Manager - All All All

Application Netapp Oncommand Unified Manager All All All All

Application Netapp Oncommand Unified Manager All All All All

Application Netapp Oncommand Workflow Automation - All All All

Application Netapp Snapcenter - All All All

Application Oracle Mysql 5.5.0 All All All

Application Oracle Mysql 5.5.1 All All All

Application Oracle Mysql 5.5.10 All All All

Application Oracle Mysql 5.5.11 All All All

Application Oracle Mysql 5.5.12 All All All

Application Oracle Mysql 5.5.13 All All All
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Application Oracle Mysql 5.5.13 All All All

Application Oracle Mysql 5.5.14 All All All

Application Oracle Mysql 5.5.15 All All All

Application Oracle Mysql 5.5.16 All All All

Application Oracle Mysql 5.5.17 All All All

Application Oracle Mysql 5.5.18 All All All

Application Oracle Mysql 5.5.19 All All All

Application Oracle Mysql 5.5.2 All All All

Application Oracle Mysql 5.5.20 All All All

Application Oracle Mysql 5.5.21 All All All

Application Oracle Mysql 5.5.22 All All All

Application Oracle Mysql 5.5.23 All All All

Application Oracle Mysql 5.5.24 All All All

Application Oracle Mysql 5.5.25 All All All

Application Oracle Mysql 5.5.25 a All All

Application Oracle Mysql 5.5.26 All All All

Application Oracle Mysql 5.5.27 All All All

Application Oracle Mysql 5.5.28 All All All

Application Oracle Mysql 5.5.29 All All All

Application Oracle Mysql 5.5.3 All All All

Application Oracle Mysql 5.5.30 All All All

Application Oracle Mysql 5.5.31 All All All

Application Oracle Mysql 5.5.32 All All All

Application Oracle Mysql 5.5.33 All All All

Application Oracle Mysql 5.5.34 All All All

Application Oracle Mysql 5.5.35 All All All

Application Oracle Mysql 5.5.36 All All All

Application Oracle Mysql 5.5.37 All All All

Application Oracle Mysql 5.5.4 All All All

Application Oracle Mysql 5.5.40 All All All

Application Oracle Mysql 5.5.41 All All All

Application Oracle Mysql 5.5.42 All All All

Application Oracle Mysql 5.5.45 All All All

Application Oracle Mysql 5.5.46 All All All

Application Oracle Mysql 5.5.47 All All All

Application Oracle Mysql 5.5.48 All All All
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Application Oracle Mysql 5.5.49 All All All

Application Oracle Mysql 5.5.5 All All All

Application Oracle Mysql 5.5.50 All All All

Application Oracle Mysql 5.5.51 All All All

Application Oracle Mysql 5.5.52 All All All

Application Oracle Mysql 5.5.53 All All All

Application Oracle Mysql 5.5.56 All All All

Application Oracle Mysql 5.5.57 All All All

Application Oracle Mysql 5.5.6 All All All

Application Oracle Mysql 5.5.7 All All All

Application Oracle Mysql 5.5.8 All All All

Application Oracle Mysql 5.5.9 All All All

Application Oracle Mysql 5.6.0 All All All

Application Oracle Mysql 5.6.1 All All All

Application Oracle Mysql 5.6.10 All All All

Application Oracle Mysql 5.6.11 All All All

Application Oracle Mysql 5.6.12 All All All

Application Oracle Mysql 5.6.13 All All All

Application Oracle Mysql 5.6.14 All All All

Application Oracle Mysql 5.6.15 All All All

Application Oracle Mysql 5.6.16 All All All

Application Oracle Mysql 5.6.17 All All All

Application Oracle Mysql 5.6.2 All All All

Application Oracle Mysql 5.6.21 All All All

Application Oracle Mysql 5.6.22 All All All

Application Oracle Mysql 5.6.23 All All All

Application Oracle Mysql 5.6.26 All All All

Application Oracle Mysql 5.6.27 All All All

Application Oracle Mysql 5.6.28 All All All

Application Oracle Mysql 5.6.29 All All All

Application Oracle Mysql 5.6.3 All All All

Application Oracle Mysql 5.6.30 All All All

Application Oracle Mysql 5.6.31 All All All

Application Oracle Mysql 5.6.32 All All All

Application Oracle Mysql 5.6.33 All All All

Application Oracle Mysql 5.6.34 All All All
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Application Oracle Mysql 5.6.34 All All All

Application Oracle Mysql 5.6.35 All All All

Application Oracle Mysql 5.6.36 All All All

Application Oracle Mysql 5.6.37 All All All

Application Oracle Mysql 5.6.4 All All All

Application Oracle Mysql 5.6.5 All All All

Application Oracle Mysql 5.6.6 All All All

Application Oracle Mysql 5.6.7 All All All

Application Oracle Mysql 5.6.8 All All All

Application Oracle Mysql 5.6.9 All All All

Application Oracle Mysql 5.7.0 All All All

Application Oracle Mysql 5.7.1 All All All

Application Oracle Mysql 5.7.10 All All All

Application Oracle Mysql 5.7.11 All All All

Application Oracle Mysql 5.7.12 All All All

Application Oracle Mysql 5.7.13 All All All

Application Oracle Mysql 5.7.14 All All All

Application Oracle Mysql 5.7.15 All All All

Application Oracle Mysql 5.7.16 All All All

Application Oracle Mysql 5.7.17 All All All

Application Oracle Mysql 5.7.18 All All All

Application Oracle Mysql 5.7.19 All All All

Application Oracle Mysql 5.7.2 All All All

Application Oracle Mysql 5.7.3 All All All

Application Oracle Mysql 5.7.4 All All All

Application Oracle Mysql 5.7.5 All All All

Application Oracle Mysql 5.7.6 All All All

Application Oracle Mysql 5.7.7 All All All

Application Oracle Mysql 5.7.8 All All All

Application Oracle Mysql 5.7.9 All All All

Application Oracle Mysql 5.5.0 All All All

Application Oracle Mysql 5.5.1 All All All

Application Oracle Mysql 5.5.10 All All All

Application Oracle Mysql 5.5.11 All All All

Application Oracle Mysql 5.5.12 All All All

Application Oracle Mysql 5.5.13 All All All
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Application Oracle Mysql 5.5.14 All All All

Application Oracle Mysql 5.5.15 All All All

Application Oracle Mysql 5.5.16 All All All

Application Oracle Mysql 5.5.17 All All All

Application Oracle Mysql 5.5.18 All All All

Application Oracle Mysql 5.5.19 All All All

Application Oracle Mysql 5.5.2 All All All

Application Oracle Mysql 5.5.20 All All All

Application Oracle Mysql 5.5.21 All All All

Application Oracle Mysql 5.5.22 All All All

Application Oracle Mysql 5.5.23 All All All

Application Oracle Mysql 5.5.24 All All All

Application Oracle Mysql 5.5.25 All All All

Application Oracle Mysql 5.5.25 a All All

Application Oracle Mysql 5.5.26 All All All

Application Oracle Mysql 5.5.27 All All All

Application Oracle Mysql 5.5.28 All All All

Application Oracle Mysql 5.5.29 All All All

Application Oracle Mysql 5.5.3 All All All

Application Oracle Mysql 5.5.30 All All All

Application Oracle Mysql 5.5.31 All All All

Application Oracle Mysql 5.5.32 All All All

Application Oracle Mysql 5.5.33 All All All

Application Oracle Mysql 5.5.34 All All All

Application Oracle Mysql 5.5.35 All All All

Application Oracle Mysql 5.5.36 All All All

Application Oracle Mysql 5.5.37 All All All

Application Oracle Mysql 5.5.4 All All All

Application Oracle Mysql 5.5.40 All All All

Application Oracle Mysql 5.5.41 All All All

Application Oracle Mysql 5.5.42 All All All

Application Oracle Mysql 5.5.45 All All All

Application Oracle Mysql 5.5.46 All All All

Application Oracle Mysql 5.5.47 All All All

Application Oracle Mysql 5.5.48 All All All
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Application Oracle Mysql 5.5.49 All All All

Application Oracle Mysql 5.5.5 All All All

Application Oracle Mysql 5.5.50 All All All

Application Oracle Mysql 5.5.51 All All All

Application Oracle Mysql 5.5.52 All All All

Application Oracle Mysql 5.5.53 All All All

Application Oracle Mysql 5.5.56 All All All

Application Oracle Mysql 5.5.57 All All All

Application Oracle Mysql 5.5.6 All All All

Application Oracle Mysql 5.5.7 All All All

Application Oracle Mysql 5.5.8 All All All

Application Oracle Mysql 5.5.9 All All All

Application Oracle Mysql 5.6.0 All All All

Application Oracle Mysql 5.6.1 All All All

Application Oracle Mysql 5.6.10 All All All

Application Oracle Mysql 5.6.11 All All All

Application Oracle Mysql 5.6.12 All All All

Application Oracle Mysql 5.6.13 All All All

Application Oracle Mysql 5.6.14 All All All

Application Oracle Mysql 5.6.15 All All All

Application Oracle Mysql 5.6.16 All All All

Application Oracle Mysql 5.6.17 All All All

Application Oracle Mysql 5.6.2 All All All

Application Oracle Mysql 5.6.21 All All All

Application Oracle Mysql 5.6.22 All All All

Application Oracle Mysql 5.6.23 All All All

Application Oracle Mysql 5.6.26 All All All

Application Oracle Mysql 5.6.27 All All All

Application Oracle Mysql 5.6.28 All All All

Application Oracle Mysql 5.6.29 All All All

Application Oracle Mysql 5.6.3 All All All

Application Oracle Mysql 5.6.30 All All All

Application Oracle Mysql 5.6.31 All All All

Application Oracle Mysql 5.6.32 All All All

Application Oracle Mysql 5.6.33 All All All

Application Oracle Mysql 5.6.34 All All All
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Application Oracle Mysql 5.6.34 All All All

Application Oracle Mysql 5.6.35 All All All

Application Oracle Mysql 5.6.36 All All All

Application Oracle Mysql 5.6.37 All All All

Application Oracle Mysql 5.6.4 All All All

Application Oracle Mysql 5.6.5 All All All

Application Oracle Mysql 5.6.6 All All All

Application Oracle Mysql 5.6.7 All All All

Application Oracle Mysql 5.6.8 All All All

Application Oracle Mysql 5.6.9 All All All

Application Oracle Mysql 5.7.0 All All All

Application Oracle Mysql 5.7.1 All All All

Application Oracle Mysql 5.7.10 All All All

Application Oracle Mysql 5.7.11 All All All

Application Oracle Mysql 5.7.12 All All All

Application Oracle Mysql 5.7.13 All All All

Application Oracle Mysql 5.7.14 All All All
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Application Oracle Mysql All All All All
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Operating System Redhat Enterprise Linux Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Application Redhat Openstack 12 All All All

References

Reference

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Debian -- Security Information -- DSA-4002-1 mysql-5.5

Red Hat Customer Portal

Red Hat Customer Portal

October 2017 MySQL Vulnerabilities in NetApp Products | NetApp Product Security

MySQL Multiple Flaws Let Remote Users Gain Elevated Privileges, Modify Data, and Deny Service and Let Remote and Local Users Access Data on the Target System - SecurityTracker

Oracle MySQL Server CVE-2017-10379 Remote Security Vulnerability

Oracle Critical Patch Update - October 2017

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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