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CVE-2017-10605

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

cussaomvnneLrrumscenian  Gertain versions of Junos from Juniper contain the foIIowing

) —~ vulnerability:
, \ On all vSRX and SRX Series devices, when the DHCP or DHCP relay
| /" s configured, specially crafted packet might cause the flowd process to
' crash, halting or interrupting traffic from flowing through the device(s).
Repeated crashes of the flowd process may constitute an extended
denial of service condition for the device(s). If the device is configured
in high-availability, the RG1+ (data-plane) will fail-over to the secondary node. If the device is
configured in stand-alone, there will be temporary traffic interruption until the flowd process is
restored automatically. Sustained crafted packets may cause the secondary failover node to
fail back, or fail completely, potentially halting flowd on both nodes of the cluster or causing
flip-flop failovers to occur. No other Juniper Networks products or platforms are affected by
this issue. Affected releases are Juniper Networks Junos OS 12.1X46 prior to 12.1X46-D67
on VSRX or SRX Series; 12.3X48 prior to 12.3X48-D50 on vSRX or SRX Series; 15.1X49
prior to 15.1X49-D91, 15.1X49-D100 on vSRX or SRX Series.

CVE-2017-10605 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as m severity.
Affected Vendor/Software: JJ Juniper Networks - Junos OS version 12.1X46 prior to 12.1X46-D67
Affected Vendor/Software: JJ Juniper Networks - Junos OS version 12.3X48 prior to 12.3X48-D50

Affected Vendor/Software: J Juniper Networks - Junos OS version 15.1X49 prior to 15.1X49-D91, 15.1X49-D100

| CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE [ NONE [ HIGH |


https://cve.report/
https://cve.report/CVE-2017-10605/mitre
https://cve.report/CVE-2017-10605/nist
https://cve.report/CVE-2017-10605/cve_org
https://cve.report/CVE-2017-10605.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/cvsscalc.php

Access Access Authentication

Vector Complexity

Low [ NN
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

2017-07 Security Bulletin: Junos: SRX Series denial of service vulnerability in flowd CONFIRM
due to crafted DHCP packet (CVE-2017-10605) - Juniper Networks kb.juniper.net/JSA10789

Juniper Junos DHCP Processing Bug on vSRX and SRX Series Devices Lets Remote () SECTRACK
Users Cause the Target Service to Crash - SecurityTracker 1038891

www.securitytracker.com
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Juniper Junos 12.1x46 All All All
System

Operating Juniper Junos 12.1x46 d10 All All
System

Operating Juniper Junos 12.1x46 di5 All All
System

Operating Juniper Junos 12.1x46 d20 All All
System

Operating Juniper Junos 12.1x46 d25 All All
System

Operating Juniper Junos 12.1x46 d30 All All
System

Operating Juniper Junos 12.1x46 d35 All All
System

Operating Juniper Junos 12.1x46 d40 All All
System

Operating Juniper Junos 12.1x46 d45 All All
System

Operating Juniper Junos 12.1x46 d50 All All



http://cve.report/glossary/cvss-2-score-details/
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dkak Lk akkuk.

cpe:2.3:0:juniper:junos:12.3x48:d35:*:****:*:

Kk kKR k.

cpe:2.3:0:juniper:junos:15.1x49:d100:*:*:*:*:*:*:

dkakkakakak.

cpe:2.3:0:juniper:junos:15.1x49:d20:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x49:d30:*:*:*:*:*:*:

dk kR kR k.

cpe:2.3:0:juniper:junos:15.1x49:d35:**:*:**:*:

dkakakakakak.

cpe:2.3:0:juniper:junos:15.1x49:d55:**:***:*:
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cpe:2.3:0:juniper:junos:15.1x49:d60:™:*:*:*:*:*:

dkakakkakak.

cpe:2.3:0:juniper:junos:12.1x46:d25:*:":*:*:*::

dkakakkakak.

cpe:2.3:0:juniper:junos:12.1x46:d30:":":*:*:*::
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dkkukkkuk.
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cpe:2.3:0:juniper:junos:12.1x46:d55: " ::

dkk Lk akkak.

cpe:2.3:0:juniper:junos:12.1x46:d60:™:*:*:™:*:*:



dk Lk k Lk ukak.

cpe:2.3:0:juniper:junos:12.1x46:d65:*:*:**:*:*:
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cpe:2.3:0:juniper:junos:12.3x48:d10:*:*:**:*:*:

dkukkakkak.

cpe:2.3:0:juniper:junos:12.3x48:d20:*:*:*:*:*:*:

dkakak ok akak.

cpe:2.3:0:juniper:junos:12.3x48:d25:*:****:*:

dkakk ok akak.

cpe:2.3:0:juniper:junos:12.3x48:d30:*:*:*:*:*:*:

dk kR ok ak k.

cpe:2.3:0:juniper:junos:12.3x48:d35:*:*:*:**:*:

KKk KRk,

cpe:2.3:0:juniper:junos:15.1x49:d100:*:*:*:*:*:*:

Wk akakakakak.

cpe:2.3:0:juniper:junos:15.1x49:d20:*:*:*:*:*:*:

dkak kR ok ak.

cpe:2.3:0:juniper:junos:15.1x49:d30:™:":*:*:*:*:

dkakak ok akak.

cpe:2.3:0:juniper:junos:15.1x49:d35: """

e_akakk kL kKK,

cpe:2.3:h:juniper:srx110:- "

e ek kKK kKK,

cpe:2.3:h:juniper:srx1400:-*:"* ™

e ek koK kKK Lk,

cpe:2.3:h:juniper:srx1400:-:*:"* ™



e_akakuk kKKK,

cpe:2.3:h:juniper:srx210:-*

e_akukuk kKKK,

cpe:2.3:h:juniper:srx210:-*

e_akukuk kKKK,

cpe:2.3:h:juniper:srx220:-:*

e_akukuk kKKK,

cpe:2.3:h:juniper:srx240:-:* e

e_akukuk kKKK,

cpe:2.3:h:juniper:srx240:-* e

ek ko ok ok ok Lk,

cpe:2.3:h:juniper:srx3400:-:*:*

ek kKooK Lk,

cpe:2.3:h:juniper:srx3400:-:*:

ek koK koK Lk,

cpe:2.3:h:juniper:srx3600:-:*:* 1

ek ok ok ok ok k.

cpe:2.3:h:juniper:srx5400:-:* 1

kK ok ok ok ok k.

cpe:2.3:h:juniper:srx5400:-":" "

cpe:2.3:h:juniper:srx5600:-:*:**: "%
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