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CVE-2017-10613

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

eussaomvincrrLunsuciad  Gertain versions of Junos from Juniper contain the foIIowing
: vulnerability:

A vulnerability in a specific loopback filter action command, processed
in a specific logical order of operation, in a running configuration of
Juniper Networks Junos OS, allows an attacker with CLI| access and
the ability to initiate remote sessions to the loopback interface with the
defined action, to hang the kernel. Affected releases are Juniper
Networks Junos OS 12.1X46 prior to 12.1X46-D55; 12.3X48 prior to 12.3X48-D35; 14.1 prior
to 14.1R8-S4, 14.1R9; 14.1X53 prior to 14.1X53-D40; 14.2 prior to 14.2R4-S9, 14.2R7-S8,
14.2R8; 15.1 prior to 15.1F5-S3, 15.1F6, 15.1R4; 15.1X49 prior to 15.1X49-D60; 15.1X53
prior to 15.1X53-D47; 16.1 prior to 16.1R2. No other Juniper Networks products or platforms
are affected by this issue.

CVE-2017-10613 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as severity.

Vulnerability Patch/Work Around

Discontinue the use of allowing remote sessions to be issued from the local device to reach loopback address(es). It is good security
practice to limit the exploitable attack surface of critical infrastructure networking equipment. Use access lists or firewall filters to limit
access to the device from trusted, administrative networks or hosts.

CVSS3 Score: 5.5-MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
LOW (o]

Scope Confidentiality Integrity Availability
Impact Impact Impact
=3 =3 [[FGH]

CVSS2 Score: j2i=Eow)
Access Access Authentication
Vector Complexity



https://cve.report/
https://cve.report/CVE-2017-10613/mitre
https://cve.report/CVE-2017-10613/nist
https://cve.report/CVE-2017-10613/cve_org
https://cve.report/CVE-2017-10613.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

Low Chon |

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

2017-10 Security Bulletin: Junos OS: A kernel hang may occur due to a specific loopback filter CONFIRM
action command (CVE-2017-10613) - Juniper Networks kb.juniper.net/JSA10816

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Juniper Junos 12.1x46 All All All
System

Operating Juniper Junos 12.1x46 d10 All All
System

Operating Juniper Junos 12.1x46 di5 All All
System

Operating Juniper Junos 12.1x46 d20 All All
System

Operating Juniper Junos 12.1x46 d25 All All
System

Operating Juniper Junos 12.1x46 d30 All All
System

Operating Juniper Junos 12.1x46 d35 All All
System

Operating Juniper Junos 12.1x46 d40 All All
System

Operating Juniper Junos 12.1x46 d45 All All
System

Operating Juniper Junos 12.1x46 d50 All All
System

Operating Juniper Junos 12.3x48 d10 All All
System

Operating Juniper Junos 12.3x48 di15 All All
System

Operating Juniper Junos 12.3x48 d20 All All
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System
Operating Juniper Junos
System
Operating Juniper Junos
System
Operating Juniper Junos
System
Operating Juniper Junos
System
Operating Juniper Junos
System
Operating Juniper Junos
System
Operating Juniper Junos
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System
Operating Juniper Junos
System
Operating Juniper Junos
System
Operating Juniper Junos
System

dkkakkakakak.

cpe:2.3:0:juniper:junos:12.1x46: ™ """

dkakakkakak.

cpe:2.3:0:juniper:junos:12.1x46:d10:™:":*:**::

dkakakkakak.

cpe:2.3:0:juniper:junos:12.1x46:d15:% " ::

dkakakkakak.

cpe:2.3:0:juniper:junos:12.1x46:d20: " ::

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:12.1x46:d25:*:*:*:*:*::

dkakukkkak.

cpe:2.3:0:juniper:junos:12.1x46:d30:*:":*:*:*::

dkkukkkak.

cpe:2.3:0:juniper:junos:12.1x46:d35: " ::

dkak Lk akkuk.

cpe:2.3:0:juniper:junos:12.1x46:d40:*:*:**:*::

15.1x49

15.1x49

15.1x49

15.1x49

15.1x49

15.1x53

15.1x53

15.1x53

15.1x53

15.1x53

15.1x53

15.1x53

15.1x53

15.1x53

16.1

16.1

[OTORes

d35

d40

d45

d50

d55

All

d10

d20

d21

d25

d30

d32

d33

d34

All

r1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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dk Lk k Lk ukak.

cpe:2.3:0:juniper:junos:12.1x46:d45:*:****::

dkakkakkuk.

cpe:2.3:0:juniper:junos:12.3x48:d10:*:*:

dkakk ok akak.

cpe:2.3:0:juniper:junos:12.3x48:d15:

dk Kk ok akak.

cpe:2.3:0:juniper:junos:12.3x48:d20:*:*:*:*:*:*:

dkakak ok akak.

cpe:2.3:0:juniper:junos:12.3x48:d25:*:*:***:*:

cpe:2.3:0:juniperjunos:14.1:r1:

cpe:2.3:0:juniperjunos:14.1:r2:*:*:**:*:*:

cpe:2.3:0:juniper:junos:14.1:r3:*:* > "

cpe:2.3:0:juniperjunos:14.1:r4 > >

cpe:2.3:0:juniper:junos:14.1:r5: "

cpe:2.3:0:juniper:junos:14.1:r6:*:**:*:*:*:

cpe:2.3:0:juniper:junos:14.1:r7:>: >

cpe:2.3:0:juniper:junos:14.1:r9: =™

dkkukkkuk.

cpe:2.3:0:juniper:junos:14.1x53:d35:*:":*:*:*::

akLk kKK LKLk,

cpe:2.3:0:juniper:junos:14.2:

akakukakakuk.

cpe:2.3:0:juniper:junos:14.2:r2:*:** "



KKk akakuk.

cpe:2.3:0:juniper:junos:14.2:r3: "

KRk akukuk.

cpe:2.3:0:juniper:junos:14.2:r4

KKk oKk k.

cpe:2.3:0:juniper:;junos:14.2:r8:*:*:**:*:*:

KKk kKKK,

cpe:2.3:0:juniper:;junos:15.1:

Kk kKR k.

cpe:2.3:0:juniper:;junos:15.1:f1 "

Kk kKR k.

cpe:2.3:0:juniper:;junos:15.1:f2: "

Rk kR ok ak,

cpe:2.3:0:juniper:junos:15.1:f2-s2:*:***:*:*:

dkak Lk akakak.

cpe:2.3:0:juniper:;junos:15.1:f2-s3:*:***:*:*:

dkakakakakak.

cpe:2.3:0:juniper:;junos:15.1:f2-s4:* """

Kk KoKk ok,

cpe:2.3:0:juniper:;junos:15.1:f3: " "

dkukakkakakak.

cpe:2.3:0:juniper:junos:15.1x53: " ™

dkuk Lk kkak.

cpe:2.3:0:juniper:junos:15.1x53:d10:*:*:*:*:*::

dkakkakkuk.

cpe:2.3:0:juniper:junos:15.1x53:d21:*:*:*:*:*:*:



dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x53:d33:*:*:*:**:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x53:d34 **:*:**:*:

Kk kKK kLK,

cpe:2.3:0:juniper:;junos:16.1: " "

KKk kR k.

cpe:2.3:0:juniper:;junos:16.1:r1

dk Rk Lk ak k.

cpe:2.3:0:juniper:junos:12.1x46:d10:*:*:*:**:*:

dkakak ok akak.

cpe:2.3:0:juniper:;junos:12.1x46:d15:*:**:**:*:

dkakak ok ak k.

cpe:2.3:0:juniper:junos:12.1x46:d20:*:*:*:**:*:

dkakakkakak.

cpe:2.3:0:juniper:junos:12.3x48:d25:*:*:*:*:*::

dkkakkakak.

cpe:2.3:0:juniper:junos:12.3x48:d30:™:":*:*:*::

aKLk kLKL KKK,

cpe:2.3:0:juniper:junos:14. 1

akak Lk akakuk.

cpe:2.3:0:juniper:junos:14.1:r

akakkokukuk.

cpe:2.3:0:juniper:junos:14.1:r2:*:** " :*:

kKK akukuk.

cpe:2.3:0:juniper:junos:14.1:r3: "

akakkakukuk.

cpe:2.3:0:juniper:junos:14.1:r4:**x*:*:*:



kKK akakuk.

cpe:2.3:0:juniper:junos:14.1:r6:***:*:*:*:

dk Kk ok kak,

cpe:2.3:0:juniper:junos:14.1x53:d10:*:*:*:**:*:

dkak kR ok ak.

cpe:2.3:0:juniper:junos:14.1x53:d15:*****:*:

dk Rk Lk akak.

cpe:2.3:0:juniper:;junos:14.1x53:d27:*:**:**:*:

dkakakakakak.

cpe:2.3:0:juniper:junos:14.1x53:d30:*:":*:*:*:*:

akak KKk k.

cpe:2.3:0:juniper:junos:15.1:f2:%

dkakakkakak.

cpe:2.3:0:juniper:junos:15.1:f2-s 1" "

dkakuk Lk ukak.

cpe:2.3:0:juniper:junos:15.1:f2-s3:*:*:*

dkk Lk kkak.

cpe:2.3:0:juniper:junos:15.1:f2-s4:*:**

KLk Lk kKK,

cpe:2.3:0:juniper:junos:15.1:f3:*:*

AKLkLk KLk k.

cpe:2.3:0:juniper:junos:15.1:f4: %

AnAD iatinininarininac 1 R A FRF R ok okx,
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KKk KLk k.

cpe:2.3:0:juniper:junos:15.1:f6:* " :*:

LRk kR ok akak.

cpe:2.3:0:juniper:;junos:15.1x49:

dkakk ok akak.

cpe:2.3:0:juniper:junos:15.1x49:d10:*:*:*:*:*:*:

dkakk ok akak.

cpe:2.3:0:juniper:junos:15.1x49:d20:*:*:*:*:*:*:

dk kR kR k.

cpe:2.3:0:juniper:junos:15.1x49:d30:*:*:*:*:*:*:

dkakakakakak.

cpe:2.3:0:juniper:junos:15.1x49:d50:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x49:d55: """

aKLk LKLk LK LK LK,

cpe:2.3:0:juniper:junos:16.1: " "

akakkakakuk.

cpe:2.3:0:juniper:junos:16.1:r1: "
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