
CVE-2017-10622
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2017-10622

State PUBLIC

Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-13 17:29:00 UTC

Updated 2019-10-09 23:21:00 UTC

Description An authentication bypass vulnerability in Juniper Networks Junos Space Network Management Platform may allow a remote unauthenticated network based attacker to login as any privileged user. This issue only affects Junos Space Network Management Platform 17.1R1 without Patch v1 and 16.1 releases prior to 16.1R3. This issue was found by an external security researcher.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Juniper Junos Space 16.1 All All All

Operating System Juniper Junos Space 16.1 r1 All All

Operating System Juniper Junos Space 16.1 r2 All All

Operating System Juniper Junos Space 17.1 r1 All All

Operating System Juniper Junos Space 16.1 All All All

Operating System Juniper Junos Space 16.1 r1 All All

Operating System Juniper Junos Space 16.1 r2 All All

Operating System Juniper Junos Space 17.1 r1 All All

References

Reference Source Link

Juniper Junos Space CVE-2017-10622 Authentication Bypass Vulnerability BID www.securityfocus.com

2017-10 Security Bulletin: Junos Space: Authentication bypass vulnerability (CVE-2017-10622) - Juniper Networks CONFIRM kb.juniper.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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