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CVE CVE-2017-10661
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-19 18:29:00 UTC
Updated 2024-03-14 19:59:00 UTC
Description Race condition in fs/timerfd.c in the Linux kernel before 4.10.15 allows local users to gain privileges or cause a denial of sel

/ |

1|

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Ed
Operating System Debian  Debian Linux 8.0 All All
Operating System Debian  Debian Linux 9.0 All All
Operating System  Linux Linux Kernel All All All
Operating System  Linux Linux Kernel All All All
Operating System Redhat  Enterprise Linux 7.0 All All
Operating System Redhat Enterprise Linux Aus 7.4 All All
Operating System Redhat Enterprise Linux Server Eus 7.5 All All
Operating System Redhat Enterprise Linux Server For Power Little Endian Update Services For Sap Solutions 7.4 All All
/] |
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Red Hat Customer Portal REDHAT
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Linux kernel < 4.10.15 - Race Condition Privileae Escalation EXPLOIT
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timerfd: Protect the might cancel mechanism proper - torvalds/linux@1e38da3 - GitHub CONFIRI
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1481136 — (CVE-2017-10661) CVE-2017-10661 kernel: Handling of might_cancel queueing is not properly pretected against race  CONFIRI
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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