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State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-02 03:29:00 UTC
Updated 2023-11-07 02:38:00 UTC
Description The _asn1_check_identifier function in GNU Libtasn1 through 4.12 causes a NULL pointer dereference and crash when re¢

/ |
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnu Libtasn1 All All All All
Reference

[SECURITY] [DLA 2255-1] libtasn1-6 security update

[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
GNU Libtasn1: Multiple vulnerabilities (GLSA 201710-11) — Gentoo security

Pony Mail!

Debian -- Security Information -- DSA-4106-1 libtasn1-6

Pony Mail!

[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
1464141 — The _asn1_check_identifier function in GNU Libtasn1 before 4.12(including 4.12) causes a NULL pointer dereference and crash w
USN-3547-1: Libtasn1 vulnerabilities | Ubuntu security notices | Ubuntu

CVE Program record

NVD vulnerability detail

/ ]

No vendor comments have been submitted for this CVE.


https://cve.report/
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http://cve.report/software/gnu/libtasn1
https://lists.debian.org/debian-lts-announce/2020/06/msg00026.html
https://lists.apache.org/thread.html/rf4c02775860db415b4955778a131c2795223f61cb8c6a450893651e4%2540%253Cissues.bookkeeper.apache.org%253E
https://security.gentoo.org/glsa/201710-11
https://lists.apache.org/thread.html/r58af02e294bd07f487e2c64ffc0a29b837db5600e33b6e698b9d696b@%253Cissues.bookkeeper.apache.org%253E
https://www.debian.org/security/2018/dsa-4106
https://lists.apache.org/thread.html/rf4c02775860db415b4955778a131c2795223f61cb8c6a450893651e4@%253Cissues.bookkeeper.apache.org%253E
https://lists.apache.org/thread.html/r58af02e294bd07f487e2c64ffc0a29b837db5600e33b6e698b9d696b%2540%253Cissues.bookkeeper.apache.org%253E
https://bugzilla.redhat.com/show_bug.cgi?id=1464141
https://usn.ubuntu.com/3547-1/
https://www.cve.org/CVERecord?id=CVE-2017-10790
https://nvd.nist.gov/vuln/detail/CVE-2017-10790

Legacy QID Mappings |

500321 Alpine Linux Security Update for libtasn1
504088 Alpine Linux Security Update for libtasn1
671078 EulerOS Security Update for libtasn1 (EulerOS-SA-2019-2620)

710419 Gentoo Linux GNU Libtasn1 Multiple Vulnerabilities (GLSA 201710-11)
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