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Summary

CVE CVE-2017-10807

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-04 15:29:00 UTC

Updated 2017-11-04 01:29:00 UTC

Description JabberD 2.x (aka jabberd2) before 2.6.1 allows anyone to authenticate using SASL ANONYMOUS, even when the sasl.anonymous c2s.xml option is not enabled.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jabberd2 Jabberd2 All All All All

References

Reference

JabberD CVE-2017-10807 Authentication Bypass Vulnerability

Fixed offered SASL mechanism check · jabberd2/jabberd2@8416ae5 · GitHub

#867032 - jabberd2: CVE-2017-10807: allows anyone to authenticate using SASL ANONYMOUS, even when the option is not enabled - Debian Bug report logs

Release jabberd 2.6.1 · jabberd2/jabberd2 · GitHub

Debian -- Security Information -- DSA-3902-1 jabberd2

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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