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Summary

CVE CVE-2017-1087

State PUBLIC

Assigner secteam@freebsd.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-16 20:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description In FreeBSD 10.x before 10.4-STABLE, 10.4-RELEASE-p3, and 10.3-RELEASE-p24 named paths are globally scoped, meaning a process located in one jail can read and modify the content of POSIX shared memory objects created by a process in another jail or the host system. As a result, a malicious user that has access to a jailed system is able to abuse shared memory by injecting malicious content in the shared memory region. This memory region might be executed by applications trusting the shared memory, like Squid. This issue could lead to a Denial of Service or local privilege escalation.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd - All All All

Operating System Freebsd Freebsd - All All All

References

Reference Source

FreeBSD POSIX shm Globally Shared Namespace May Let Local Users Deny Service or Gain Elevated Privileges - SecurityTracker SECTRACK

FreeBSD-SA-17:09 FREEBSD

FreeBSD CVE-2017-1087 Local Privilege Escalation Vulnerabiity BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

43839 Juniper Junos Multiple Vulnerability (JSA11181,JSA11177,JSA11182,JSA11184,JSA11186)
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