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Summary

CVE CVE-2017-10890

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-17 14:29:00 UTC

Updated 2017-12-08 17:13:00 UTC

Description Session management issue in RX-V200 firmware versions prior to 09.87.17.09, RX-V100 firmware versions prior to 03.29.17.09, RX-CLV1-P firmware versions prior to 79.17.17.09, RX-CLV2-B firmware versions prior to 89.07.17.09, RX-CLV3-N firmware versions prior to 91.09.17.10 allows an attacker on the same LAN to perform arbitrary operations or access information via unspecified vectors.

Risk And Classification

Problem Types: CWE-384

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sharp Rx-clv1-p - All All All

Hardware Sharp Rx-clv1-p - All All All

Operating System Sharp Rx-clv1-p Firmware All All All All

Operating System Sharp Rx-clv1-p Firmware All All All All

Hardware Sharp Rx-clv2-b - All All All

Hardware Sharp Rx-clv2-b - All All All

Operating System Sharp Rx-clv2-b Firmware All All All All

Operating System Sharp Rx-clv2-b Firmware All All All All

Hardware Sharp Rx-clv3-n - All All All

Hardware Sharp Rx-clv3-n - All All All

Operating System Sharp Rx-clv3-n Firmware All All All All

Operating System Sharp Rx-clv3-n Firmware All All All All

Hardware Sharp Rx-v100 - All All All

Hardware Sharp Rx-v100 - All All All

Operating System Sharp Rx-v100 Firmware All All All All

Operating System Sharp Rx-v100 Firmware All All All All

Hardware Sharp Rx-v200 - All All All
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Hardware Sharp Rx-v200 - All All All

Hardware Sharp Rx-v200 - All All All

Operating System Sharp Rx-v200 Firmware All All All All

Operating System Sharp Rx-v200 Firmware All All All All

References

Reference Source Link Tags

JVN#76382932: Robotic appliance COCOROBO vulnerable to session management JVN jvn.jp Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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